CNNIC Trusted Network Service Center EV Certificate Practice Statement

China Internet Network Information Center (CNNIC)
Trusted Network Service Center

EV Certificate Practice Statement

Version No.: 1.00
Period of validity: August 31, 2010 to August 31, 2011

China Internet Network Information Center (CNNIC)

August 31, 2010



CNNIC Trusted Network Service Center EV Certificate Practice Statement

Control table for versions of EV Certificate Practice Statement of CNNIC Trusted

Network Service Center

Version Description on major modifications Date of completion

No.

V1.00 Passing primary verification August 31, 2010




CNNIC Trusted Network Service Center EV Certificate Practice Statement

Table of Contents

I 1= 1=Y - | PP 10
1.1 CNNIC Trusted Network Service CeNter..........cueviiiuiieeiiiiiie e 10
1.2 Role and reSPONSIDIlILY .......ceeeeiriiiiiiiiiee e e e e e e e e e 11
1.2.1 Security Management COMMItEEE .........uuiiiiiiieie e 11
1.2.2 Chief SECUIMLY MANAGET .........i it e ettt e e e e e e e e s e e e e e e e e e e nnnneeeees 11
1.2.3 Registration AUtNOIILY (RA) .. ...oii it 12
1.4 Local Registration AUthOrity (LRA) ....covveii i 12
1.5 Certificate APPIICANT.......ccuuiiii et 13
1.6 Certificate holder and relying Party .......ccooiecceiieiiee e 13
1.7 EV CPS of CNNIC Trusted Network Service Center ..........cccovecveeeeeiiieeeeiiiieee e 13
1.8 Applicability, correction and publishing of EV CPS .........cccccvieiiiieeee e, 14
1.9 Right to INterpret EV CPS ... .ttt s 15
1.10 Correspondence with Application Standards ............ccccceeeeeeeiiincciieeeeee e 15
1.11 Overview to digital certificate Strategy.......ccoovveeeeiiiiieiiiiiee e 16
1.12 PKI architecture of CNNIC Trusted Network Service Center..........cccceeviveeeennnen. 16
1.13 Complaint procesSiNg PrOCEUAUIE ......ccoiuuieeeiiiieeeeeiiee e e et e e eiee e e e e e e eneeeeeenneees 16

7 1=Ye! 32 To] 1o o 2P 17
2.1 Architecture of CNNIC Trusted Network Service Center ........cccocceeeeiiieeeiniiieeeenne 17
2.1.1 Term Of K@Y PAIIS ...evieie ittt ettt e e st e e st e e e st e e e e nneeeeeanneeeeeanns 17
A N e (o] (=T 1o I o) (=) SRR 17
2.1.3 RECOVETY OF KBY ...ttt ettt st s e e e et e e s e nneeeeeenns 18
2.1.4 Generation ProCeSS Of KBY ....ccciiiiiiiiiiiiii ettt e e e e e e 18
2. 1.5 KeY ArChIVING ...ciiiiii ittt 19
N L (=Y o = (o U o SRR 19
2.1.7 Key alternation ProCEAUIE ........cccueiiiiiiiiiie ittt 20
2.1.8 KEY REVOCALION ..ceeeeeeiiiiiiiiieeee e e e ettt e e e e ettt e e e e e e et e e e e e e e s s anannaeneeeaeeeeannnnes 20
2.1.9 Public key of CA root to issue to certificate USEers.........cccoceeinieeiiieiniiienieeeen, 20

2.1.10 Physical operation of CNNIC Trusted Network Service Center........ccccceeeeennens 21



CNNIC Trusted Network Service Center EV Certificate Practice Statement

2.1.10.1 PhySiCal QdAreSS .......uuuuiiiieeeiiiiiiiiiie e e e e e e ettt e e e e e s e sraae e e e e e e s s snanaeneeeaeeeeennnnes 21
2.10.1.2 ACCESS CONION ...eeieeeiiiiiie ettt ettt s s st e e e nbe e e e s annreeeeaans 21
2.1.10.3 Transmission of documents and Materials............cccoeeeeeiiiiiin e 22
2.1.10.4 Power and air-CONAitiONING..........uuuiiiieeiiiiiiiiiieee e e e eereeeeee e e e e e s snnneeeeeeeeeeesnnnes 22
2.1.20.5 NAtUFal QISASLE ....cceiiiiiieiiiiiie ettt et e e et e e e e aeeee e enes 22
2.1.10.6 Fire prevention and ProteCLON ..........eceiviiciiiiiiee e ecriieeee e e e e s s ssreereee e e e e e s nnnes 22
2.1.10.7 MeAIA SLOTAGE......eeiiiuiiieeeiitiee ettt e ettt ettt e e ettt e e e s rsbee e e s snbe e e e snbeeeeeannreeaeanns 22
2.1.10.8 OffSItE DACKUP....ceii it e e e e e e e e e e e nnnnes 23
2.1.10.9 Care of Print DOCUMENTS .......cciiiiiiieiiiieee ettt e neeee e 23
2.1.10.10 Waste material diSPOSal .........c.uuviiiiieeiiiiiiieiiie e e e e e e s sereeee e e e e e e nanes 23
2.1.10.110ther SECUNtY PrOCEAUIES .......ccuuieeeiiiiieeeeeiieee e e siteeeessieee e s st ee s ssnbeeeeesnseeeaeanns 23
2.1.11 ANNUA] @SSESSIMENL. ......iiiiieiiiiiee ettt ettt ettt e bt e e s e e e s anb e e e e enbeeeesaneeeeeanes 24
2.2 Digital certificate ManagemMent ..........cc.eeiiiiiieieiiiie e e e 24
2.3 Storage pool of CNNIC Trusted Network Service Center.......cccceevvvecvvieeeeeeeeeiinnns 24
2.4 Certificate type of CNNIC Trusted Network Service Center .........ccccooecveeeiiiieeenns 25
2.5 Term Of EV CertifICALE ......ocuiiieiiieee et 25
2.6 EXtension and NOMINALION ..........uiiiiiiiiee et e et e e et e e e e e s e e e s saeeeeeenes 26
2.6.1 Extension of digital certificate..........uuiiriieiiiiie e 26
2.7 Private key generation and certificate request process of certificate applicant......26
2.7.1 Generation Of Private KEY ..........ooccuiiiiiiie e 26
2.7.2 Requirements 0N DOCUMENT.........coiuiiieiiiieieeeiieeeeeetee e e e e e s s e e e s snneeee e s nneeeaeenes 26
2.7.3 Requirements on the role of applicant ............ccceevvee e 27
2.7.4 EV Certificate appliCation reQUEST .........occueiieiiiiiee e e e 27
2.8 Protection and backup of private key for certificate applicant ............cccccceeeeriinnns 28
2.9 Transmission of public key for certificate applicant............ccocccoviiiiiniii e, 28
2.10 Transmission of issued CertifiCate ...........ccueieiiiiiiiii e 28
2.11 EV Certificate architecture of CNNIC Trusted Network Service Center................ 28
2.11.1 Structure Of EV CertifiCate rO0t.........cooiiiiiiiiiiiiiii e 29
2.11.2 Relevant instruction to EV root CA certificate ........ccccevvcieveiviiee e 29

2.11.3 Content and subject of certificate ...........ccovvvviiiiiie e 29



CNNIC Trusted Network Service Center EV Certificate Practice Statement

2.11.4 Extended options Of KEY USAQE .......ueeiiieeiiiiiiiieiiiee et e e e e 31
2.11.5 EV Certificate POICY ......uuuiiiieeiiiiiieee ettt e e e e e e e 33
2.11.6 Encryption algorithm and key [ength ... 33
2.12 EV CRL and its architecture of CNNIC Trusted Network Service Center............. 34
2.12.1 EV CRLISSUBINCE ...ceiiiitiiieeiiiiea ettt e ettt e sttt e e s st e e e s esaee e e s ssbe e e e enneeeessnnneeaeanns 34
2.12.2 EV CRL @rChItECIUIE ......eeiiiiiiiie ettt e e 35
2.13 Online Certificate Status ProtoCol (OCSP)......ccueviiiiiiiii e 35
2.13.1 OCSP ISSUBINCE .....eetiiiiiiiieaiiiiee e sttt e e ettt e s st e e s abbe e e e ssbe e e e e anbe e e e enneeeeaabneeesanns 35
2.13.2 OCSP SIUCTUIE ..coieeiieiieiee ettt e e e e s e bbbt e e e e e e e s sasbbeeeeaaeeeeanannes 36
2.13.3 OSCL MBOUEST ...ttt s 36
2.13.4 OCSP IBSPONSE. ...cceiiiittiteetee e e e e ettt et e e e e e e s sb e e e e ae e e e s aaabbbeeeeaaeeesaasbbseeeaaeeeeannnes 37
Y=ol 1V o0 1 o SRR 37
2.14.1 Computer SECUNLY CONLIO .......ceiiiiiieieiiiiiee et e e e e saeee e 37
2.14.2 Security control of Life duration technology ..o 38
2.14.3 Network SECUIILY CONLIOl.........uieiiiiiiie et 38
3. Organizational ArChItECIUIE ..v.vuesesensseeeneseensseenessseeneseeesseneneseenenrensneanes 38
3.1 Conformity with EV certificate practice statement...........ccccvvveeeeee i 38
3.2 Termination of practice for certificate issuing authority ..........cccooeceeeeiiciee i 39
3.3 Format of records arChiViNg..........oocccuuiiiiiee e e e e e e e e ennnes 39
3.4 Retention period for records arChiving ..........c.ooocuieieiiiieie i 39
BT @] = 1] ox 1o o TN o T O USERR 40
3.6 Practice continuity plan and diSaster FECOVEIY...........ccceiiiiiiieieeeeeeeiiiiireeee e e 41
3.7 Availability of revoKed data............occcuuuiiiiiiie e 42
3.8 Issuance of key iNfOrmation.............cooiiiiiiie i e 42
3.9 Confidential INfOrMatioN ..........oocuiiiiiii e 42
3.9.1 Type of confidential INfOrMatioN..............cooiiiiiiiii e 43
3.9.2 Non-confidential INfOrmMation .............coooiiiiiiiii e 43
3.9.3 Confidential infOrmation @CCESS .......uuvveiiiiiie et e e 44

3.10 Computer security audit ProCEAUIE .......cceceiiiiiiiieiieee e e e e e e e 44



CNNIC Trusted Network Service Center EV Certificate Practice Statement

3.10.1 Type Of reCOrded EVENLS........ccooiiiiiiiee e e e e e e e 44
3.10.2 Times fOr ProCeSSING FECOIUS .......uuvriiieieeeeiiitiieieeeeeeeeeserreeeeeeeesesssreereeeeeeeeannnnes 45
3.10.3 Term fOr STOFAGE .. .eeiiiiiiiiie ettt ettt et e e st e e e s nbe e e e e sneeeaeanes 45
3.10.4 Audit tracking records ProteClON........euieeii it e e e e e e e e s e e e e e e e e nnnes 45
3.10.5 Audit tracking records Dackup .........coooiiiiiiiiiiee e 45
3.10.6 Security events NOLIfICAION..........c.uuviiiiiee e sereree e e e e e e ennes 45
3.10.7 Vulnerability aSSESSMENT.........cciiiiiiiiiiiiiee ettt e e e e aeee e 46
3.11 Employee management and FUIES.........coeoeiiiiiiieiieie e e e e e 46
3.11.1 Employee identity VErifiCatioN ...........cooiiiiiieiiiiee e 46
3.11.2 Training @nd SKillS .........uviiiiiiee e e e e e e e nnne 47
3.11.3 Separation Of AULY........cuuiiiiiiiie e 47
G 102 A TH o[ SRR 47
3.13 Issuance Of INFOrMALION ......c.ooiiiiiiiiiie e e 48
R e Tu TTo R = L= 1 1= 2| SN 48
4.1.1 Single domain name EV CertifiCate ........cccccevviiiciiiiieie e 49
4.1.2 Multiple domain name EV CertifiCate .........cccevvivieie i 51
4.1.3 Methods for apPliCAtION .........ueeiiieei e e e e e 53
4.2 Renewal Of EV CertifiCate ........coooiiiiiiiiie e 53
4.2.1 Single domain name EV Certificate renewal............cccccceevviiiiieiiee e 54
4.2.2 Multiple domain name EV Certificate renewal ...........cccccoeveiieiiiiiee e, 56
4.3 Reissuing Of EV CertifiCate.........uuuiiiiiiiiiiiiie et e e 58
4.3.1 Single domain name certificate reiSSUING .........ccceveiiiiiiee i 58
4.3.2 Multiple domain name certificate reiSSUING .........c..vvveeveeeieiiicieeeeee e cecieeeee e 59
4.4 Alternation Of EV CertifiCate .......ccueviiiiiee et 60
4.4.1 Alternation of domain name for multiple domain name EV Certificate ................ 60
4.5 Age Of EV CertifiCALE .....ueeeieiieiiie et 63
4.6 EV Certificate Verification PrOCESS..........uii it 63
4.6.1 Verification on legal existence and identity of applicant.............c.ccocoeeviiiiennnn 63

1) Verification reqUIrEMENTS.........ccii i e e e e e e e nnnaeees 63



CNNIC Trusted Network Service Center EV Certificate Practice Statement

2) Verification MethOAS ............uuiiiiiic e r e e e e e e nnnes 63
4.6.2 Pseudonym or false name of appliCant............ccccuureiiereeriiiiiiiiiieee e 65
4.6.3 Verification on physical operation address and contact telephone...................... 65
4.6.4 Verification on existence of applicant Operation.........c..cccooeccvveeeeeeeeeiicccinieeeeeeenn 65
4.6.5 Verification on domain names of applicant ..., 65
4.6.6 Verification on name, title and authority of manager and operator..................... 66
4.6.7 Verification on certificate request and user agreement..........ccoeecveeeeiiieeeeenieeenn. 66
4.6.8 Other verification reqUINEMENTS ........ccuuviiiiiee e e e e s e e e e e e eeeeeeeas 66
4.6.8.1 High-riSK @pPliCANT.......ccuieieiiiiiee et 66
4.6.8.2 of list and other blacklists on rejected iSSUANCE............cccccvieeeieeeeeiicciiieeee e, 67
4.7 Termination of EV CertifiCate...........cooiiiiiiiiiiiii e 67
4.7.1 Procedures for termination reQUEST..........ceuveiiiiiiiiieiiire e e e e e e e e e 67
4.7.2 Certificate issue report and relevant mechaniSm..........cccocceeeiiiieeeeiniieee s, 68
4.7.3 Duration for processing of termination reqUEeSst .........cccccevvvecciieeeiee e 68
4.7.4 Termination of Single domain EV Certificate.........ccccocoveeiiiiieiiiiiei e, 68
4.7.5 Termination of multiple domain name EV Certificate ..........cccovevveeeiiiicciiiennnnenn, 69
4.8 Issuance and acceptation of EV Certificate ...........cccoeeeeeiiiiiiiiiiieeeeee e, 70
4.8.1 Issuance of single domain name EV Certificate ...........cccoeeecvrieiveeeie i, 70
4.8.2 Issuance of multiple domain name EV Certificate ...........ccocevveeeeieiiiiiiiiiieeeeeenn, 71
4.8.3 CertifiCate ISSUANCE ......ccoiiiiiei it neeee s 71
4.8.4 Forms of publication for terminated information............ccccoccveeeiiiee e, 71
e o | PSR 71
5. Provisions about certificate iSSUANCE .........occuuiiiiiiiiieeciee e 72
5.1 Duties and Obligations of CNNIC Trusted Network Service Center.........c.....couuee. 72
5.2 Exemption of responsibility for CNNIC Trusted Network Service Center ............... 72
5.3 Duties and obligations of certificate holder ............ccccce oo, 73
5.4 Promise of certificate NOIAEr..........ccooiiiiiiie e 75

5.5 Duties and obligations of Registration Authority (RA), CNNIC Trusted Network
SEIVICE CBNEET ... .ttt e e e et e e e e e e e e et e e e e e e e e s s eataaereeaeeeeaananes 75

5.6 Duties and obligations of relying Party ........c.ccccveiiireei e 76



CNNIC Trusted Network Service Center EV Certificate Practice Statement

5.7 Duties and obligations of storage pool, CNNIC Trusted Network Service Center..76
5.8 Notice to certificate duty lImitation..........cccccoveiiiiiiiiee e 77

5.9 CNNIC Trusted Network Service Center’s Responsibility on EV Certificate with fault

....................................................................................................................................... 78
5.10 Issuance of Certificate Revocation LiSt............cccceiriiiiiiiiiiiiee e 79
5.11 INfOrMAtiON ISSUBNCE. ....ciuutiiieiitiiee ittt e ettt ettt e sttt e s s e e e snbe e e e e anbneeesanes 79
5.12 INfOrMALtION ACCUIACY ..ceiiuetiiieeiiiiiee ettt ettt e e st e e e e nbee e e e snneeeeeenes 79
LT C [ E W = o ot o = T o SRR 79
5.14 ProvisSion COSION .......oiiiiiiiie ittt e e e s e e e s s neeeeeenes 80
5.15 CNNIC Network Service Center’s Right to interpret..........cccccoeevvivic s 80
5.16 GOVEIMING [AWS.....cieeiiieiiiiiie ettt ettt ettt e e e st e e e e nbeeeessnneeeaeanns 80
5.17 Legal QULNOTITIES ....ivceiiieeiiieeeee ettt e e e e e e e e e e e s e snnreneeeeeeeennnnnes 80
5.18 SeVErability .......eeeeiiiiiiee et a e 81
LR TSP 81



CNNIC Trusted Network Service Center EV Certificate Practice Statement

Terms and Terminology

CA: Certification Authority

CP: Certificate Policy

CPS: Certification Practice Statement

CRL: Certificate Revocation List

CSR: Certificate Signing Request

EV Certificate: Extended Validation Certificate
HTTP: Hypertext Transfer Protocol

ITU: International Telecommunications Union
PKI: Public Key Infrastructure

PKIX: Public Key Infrastructure X.509

RA: Registration Authority

SSL: Secure Sockets Layer

URL: Uniform Resource Locator
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1. General

Trusted Network Service Center, China Internet Network Information Center (hereinafter
referred to as “CNNIC”) (hereinafter referred to as “CNNIC Trusted Network Service Center”)
complies EV Certificate Practice Statement (hereinafter referred to as “EV CPS”) as the
relevant practice and system operation specification of EV Certificate of CNNIC Trusted
Network Service Center according to EV guideline provided in CA/Browser forum, with a
view to organize agencies, governments and enterprises in the provision of domain name
intensified trusted server certificate security services (also called “EV Certificate” services)
under such Practice Statement. This document provides CNNIC employees, who provide
certificate services, with principle and practice statement in law, commerce and technology,
including but not limited to approval, issuance, utilization and management of EV Certificate,

and bases on X.509 Certificate generated by PKI system in CNNIC Certificate Policy (CP).

1.1 CNNIC Trusted Network Service Center

CNNIC Trusted Network Service Center fulfills the responsibility as certification authority of
EV Certificate and carries on its obligations under this EV CPS. It is the only certification
authority to issue EV Certificate with the authorization of this EV CPS. As a certificate
issuance authority, CNNIC Trusted Network Service Center operates in accordance with
PKI system, including request receiving, issuance, revocation and update of a digital
certificate as well as maintenance and issuance of Certificate Revocation List (CRL). It
conforms to international standards, including EV guideline provided by CA/Browser Forum,
and other relevant laws and regulations in the whole PKI services.

CNNIC Trusted Network Service Center shows to the replying party that conforms to
Section 5.6 and other relevant provisions of this EV CPS that, it issues EV Certificate to a
certificate holder in accordance with this EV CPS. The EV certificate issued by CNNIC

Trusted Network Service Center will immediately become valid after it has been sent and
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accepted by the certificate holder.

1.2 Role and responsibility

1.2.1 Security Management Committee

CNNIC Trusted Network Service Center Security Management Committee is responsible for
the formulation of security policy, specification and policy. It is also a policy-making authority
for security management of CNNIC Trusted Network Service Center. Its responsibility
includes: collecting issues and proposal concerning security management and arriving at a
consensus; formulation and maintenance of EV Certificate Policy (EV CP) of CNNIC
Trusted Network Service Center; and verification on EV Certificate Policy Statement (EV
CPS).

Security Management Committee holds four meetings or performs joint signing of
documents according to demands each year. The members consist of CNNIC leaders and

representatives from human resources, finance, legal affairs, security management, etc.

1.2.2 Chief Security Manager

The Chief Security Manager will take a full charge of daily security affairs in CNNIC Trusted
Network Service Center. Authorized by CNNIC Trusted Network Service Center, the Chief
Security Manager may execute and alter the security policy of CNNIC Trusted Network
Service Center and make a regular examination and evaluation on security management of
the Center so to keep the security management at an advanced level and with higher
security and credibility. It also keeps track of the latest trend about security management in
order to ensure the advance of security system. In order to ensure the safe and reliable
management of CNNIC Trusted Network Service Center, the Chief Security Manager of the
Center mainly concentrates on the following three key areas: development of security policy;
assistance of program development and execution; maintenance of security policy and
program for maturity; correspondence of audit security policy and the actual execution

situations.
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The Chief Security Manager of CNNIC Trusted Network Service Center has the following

responsibilities:

€ Set up and alter security policy and specification of CNNIC Trusted Network Service
Center after obtaining authorization;

€ Manage cross certification; issue cross certification agreement of CNNIC Trusted
Network Service Center, update and cancel cross certification and deal with audit

report.

1.2.3 Registration Authority (RA)

There is only one registration authority in CNNIC Trusted Network Service Center, located in
CNNIC. RA will be responsible for the accepting of EV Certificate application and approval
of the certificate applicant and store the EV Certificate application information in the

Certification Authority.

1.4 Local Registration Authority (LRA)

CNNIC Trusted Network Service Center delegates the responsibilities of all work in the
fulfillment of this EV CPS and Certificate Holder Agreement to Local Registration Authority
(LRA). The relevant responsibilities are executed by LRA. CNNIC Trusted Network Service
Center will be responsible for the fulfilment of this EV CPS and Certificate Holder
Agreement.

The LRA in this Policy Statement refers to the trusted EV server certificate registrar that is
certified by CNNIC.

CNNIC Trusted Network Service Center identifies LRA and authorizes it to carry out material
collection on the certificate applicant registration. When the certificate applicant makes
certificate registration, reissuing, renewal, termination, obtaining of two codes and
correction of multiple domain names, LRA shall have the obligation for the collection of

relevant information and primary verification on the accuracy of such information.
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1.5 Certificate Applicant

The EV Certificate applicants of CNNIC Trusted Network Service Center include
commercial, non-commercial, government and private agencies and are enterprises,
organizational institutions and other units according to the national situations of China. The
certificate applicant owns private key and its identity information will be shown in the EV
Certificate. The EV Certificate applicant firstly needs to make an application for certificate
services to CNNIC Trusted Network Service Center. EV Certificate will be issued to it after
its identity is verified.

See Section 5.3 below for the duties and obligations of certificate holders.

1.6 Certificate holder and relying party

According to this EV Certificate Policy Statement, there includes two types of entities, EV
Certificate holder and the relying party.

The certificate holder may be certificate holding agency, which is the holding and using party
of EV Certificate. The certificate holder may not transfer any right conferred under
Certificate Holding Agreement or Certificate and any transfer shall be seen as invalid.

The relying party trusts the trusted EV server certificate issued by CNNIC Trusted Network
Service Center. We hereby make clear that what the relying party trusts is not certificate
registrars like Trusted Network Service Registration Authority (hereinafter referred to as
“Registration Authority” or “RA” ) or Local Registration Authority (LRA) but CNNIC Trusted
Network Service Center. CNNIC Trusted Network Service Center issues digital certificate
through RA and RA has no occupational responsibility for the relying party and carries on no

responsibility towards the relying party on the issuance of digital certificate.

1.7 EV CPS of CNNIC Trusted Network Service Center

The Extended Validation Certificate Practice Statement of CNNIC Trusted Network Service
Center is an open practice standard. CNNIC Trusted Network Service Center issues,

revokes and updates EV Certificate under its certificate chain. This EV Certificate Practice
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Statement mainly includes the following parts: technology, structural architecture, practice
and law.

The certificate policy issuing authority of CNNIC Trusted Network Service Center is
responsible for maintaining such EV Certificate Practice Statement, relevant agreements as
well as relevant certificate policies in this document. The contact means of certificate policy
issuing authority of CNNIC Trusted Network Service Center is:

Trusted Network Service Center, China Internet Network Information Center

Add: 4, South 4th Street, Zhongguancun, Haidian district,, Beijing 100190

Tel: 58813075

For this EV Certificate Practice Statement, Certificate Policy and relevant specifications,

please refer to CNNIC Website (http://www.cnnic.cn/index/0T/index.htm).

1.8 Applicability, correction and publishing of EV CPS

The certificate policy issuing authority of CNNIC Trusted Network Service Center is
responsible for describing the applicability of Certificate Policy in this EV Certificate Practice
Statement. Meanwhile, it will carry on responsibility for the applicability of modified parts of
EV Certificate Practice Statement before the next version is issued.

When the certificate policy issuing authority thinks that the altered parts of EV Certificate
Practice Statement make a heavy influence on certificate users, the updated version shall
be issued on the website within seven days and the altered Version No. and altered parts
shall be explained in detalil.

If certificate policy issuing authority thinks that the altered parts of EV Certificate Practice
Statement makes a little or little influence on certificate users, there is no need to inform
users and correct the Version No. of altered EV Certificate Policy Statement.

Before CNNIC Trusted Network Service Center makes any alternation on EV CPS, it will
make research on clauses to be altered and then make the decision for alternation. After
consulting the attorney of CNNIC Trusted Network Service Center, Security Management
Commitment will come to a resolution.

Detailed process:
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Approval process:

(1) The members of EV CPS Compilation Group compile or modify EV CPS;

(2) Submit EV CPS to departments of CNNIC Trusted Network Service Center for
evaluation after the completion of compilation or modification of EV CPS;

(3) Submit the EV CPS that have passed discussion to Security Management Committee,
CNNIC Trusted Network Service Center for evaluation or approval in writing;

(4) After EV CPS has passed the evaluation or approval in writing made by Security
Management Committee, CNNIC Trusted Network Service Center, it can be issued

outside.

1.9 Right to Interpret EV CPS

CNNIC Trusted Network Service Center shall have the final right to interpret this EV CPS.
The agents or employees of CNNIC Trusted Network Service Center have no right, on
behalf of the Center, to make any statement on the meaning or interpretation of this EV CPS,

unless otherwise authorized by the Center.

1.10 Correspondence with Application Standards

The clauses in this EV CPS conform to the industry standards, including WebTrust audit
standards of Al CPA/CICA, EV Certificate Statement of CA/Browser Forum as well as other
relevant CA practice standards.

In CNNIC Trusted Network Service Center, the independent audit authority will carry out
WebTrust audit on AICPA/CICA each year. The audit subject each year covers but not
limited to:

® Disclosure of CA practice

® |Integrity of services

® CA environment control

CNNIC Trusted Network Service Center issues and manages EV Certificate under EV

Guideline issued on the Website http://www.cabforum. If inconsistence arises between the

clauses of EV Guideline and this document, EV Guideline shall prevail.
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1.11 Digital certificate Policy Overview

The digital certificate is a series of data marking the identity information of all
communications parties in the internet communications. It is a document that contains the
public key and its owner under the digital signature of Certification Authority. The certificate
allows the holder to show its identity to the other party in the information interaction, which
plays a role of digital identity marking card in the exchange environment.

The Extended Verification Certificate (EV Certificate) contains the information designated in
EV Guideline and such information has been checked in accordance with standards of EV

Guideline.

1.12 PKI architecture of CNNIC Trusted Network Service Center

CNNIC Trusted Network Service Center usesChina Internet Network Information Center
EV Certificates Rootas root certificate to issue EV Certificate.

Architecture of EV Certificate:

China Internet Network Information Center EV Certificates Root (fingerprint: 4f 99 aa 93
fb 2b d1 37 26 al 99 4a ce 7f f0 05 f2 93 5d 1le

effective untii AAUG 31, 2030). China Internet Network Information Center EV
Certificates Root Certificate can be accessed through

http://www.cnnic.cn/download/cert/CNNICEVROQT.cer for the fingerprint and effective period

of such Certificate.
And subca root CNNIC EV SSL Certificate can be accessed through

http://www.cnnic.cn/download/cert/CNNICEVSSL.cer for the fingerprint and effective period

of such Certificate.

1.13 Complaint processing procedure

The Employees of CNNIC Trusted Network Service Center will deal with all complaints in
the oral or written form as soon as possible and will give a detailed reply within five working
days. If they fail to give a detailed reply within five working days, they will give a brief reply to

the Complainant. Where available, the employee of CNNIC will contact will the Complainant


http://www.cnnic.cn/download/cert/CNNICEVROOT.cer
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by telephone, email or letter immediately after the receipt of such complaint and confirm its

receipt of such complaint and give a reply.

2. Technology

This Chapter intends to give an explanation to the architecture of CNNIC Trusted Network

Service Center and technical parts of PKI service system.

2.1 Architecture of CNNIC Trusted Network Service Center

Reliable architectural system is adapted in CNNIC Trusted Network center so to provide
certificate services. Such system includes computer hardware, software, procedure as well
as risk prevention measures and regulations on security risk prevention, in order to improve
the availability, reliability, and operation accuracy of the whole system and achieve a

reasonable security level.

2.1.1 Term of key pairs

The term of public key and private key of root certificate and intermediate root certificate of
CNNIC Trusted Network Service Center shall conform to strict provisions, i.e. the term of

key of root certificate is twenty years and that of intermediate root certificate is ten years.

2.1.2 Protection of key

The hardware cryptography module adopted by CNNIC Trusted Network Service Center is
a security product that has passed the evaluation made by China national competent
authority of cryptography. It is completed by an encryption engine that conforms to relevant
provisions issued by the State. Such encryption engine is used to generate, store and utilize
root key pairs. The length of root key pairs of CNNIC Trusted Network Service Center is
2048 bhits. The hardware cryptography module is set in the security area and the key stored
in the encryption engine can be accessed only in the presence of at least three encryption

engine managers (key managers).
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The key of root certificate of CNNIC Trusted Network Service Center is not hosted in other

organizations. CNNIC Trusted Network Service Center will not accept the trusteeship of

signed private key of certificate applicant.

The key stored in the encryption engine can only be accessed only in the presence of a

majority of managers. The security of key in the encryption engine can be guaranteed by

hardware devices that have passed China national competent authority of cryptography and

protection measures that conform to relevant specifications.

Specifically, CNNIIC Trusted Network Service Center adopts authority management policy
of five-person control and essential presence of three persons for the protection of private

key of root certificate and intermediate root certificate.

2.1.3 Recovery of key

There must be three password cards of encryption engine managers for the recovery of the
engine so to back up and recover the engine.

The practice continuity plans include response plan to deal with key disclosure. These plans
will be rechecked each year.

If disclosure occurs to private key information of root certificate or intermediate root
certificate of CNNIC Trusted Network Service Center that is used to issue domain name
certificate, CNNIC Trusted Network Service Center will timely publish. In case such case
happens, CNNIC Trusted Network Service Center shall timely terminate the certificate

issued under such private key and issue another new certificate to replace it.

2.1.4 Key generation

The key of root CA is directly generated by hardware encryption device and directly stored
in a hardware encryption device (encryption engine). CNNIC Trusted Network Service
Center uses the encryption hardware device that has passed the certification made by
China National Commercial Encryption Management Committee. The key can only
generated by encryption hardware device after three among five encryption engine

managers access at the same time. There is no way for one person to execute the
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operation to generate key. The access of key managers adopts the form of IC card. There is
no way for other people to obtain IC cards or relevant passwords.

The key pairs in operating CA is generated in the local hardware encryption device (The
hardware encryption device is the one that has passed the certification of China National
Commercial Encryption Management Committee) and private key can not generate such
encryption hardware device. The key can only generated by encryption hardware device
after three among five encryption engine managers access at the same time. There is no
way for one person to execute the operation to generate the key. The access of key
managers adopts the form of IC card. There is no way for other people to obtain IC cards or
relevant passwords.

Certificate applicant: Generated in the terminal of certificate applicant, the signature key
pairs adopt strict and safe control measures. CNNIC Trusted Network Service Center does
not provide key generation services to certificate applicants. It does not provide key media

for them, either.

2.1.5 Key archiving

After the termination of key pairs of root certificate, these key pairs will be archived and
stored for at least ten years. The archived key pairs will be kept in the hardware encryption
module that conforms to national standards. The key management strategy and procedure
of CNNIC will prevent archived key pairs from returning to production system. After the
archived key pairs exceed the date of archiving and storage, CNNIC Trusted Network

Service Center will revoke them under the provisions of Section 2.1.8, EV CPS.

2.1.6 Key backup

There must also be three password cards of managers needed in the backup of encryption
engine so to back up and recover the engine. As one measure to perform disaster recovery,
key recover backup is needed. CNNIC Trusted Network Service Center makes encryption
and backup on root certificate and intermediate root certificate by hardware encryption

module that conforms to national provisions and the backup copy is stored in an
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independent system of hardware encryption module so to prevent theft. In the key backup,
the password IC card must be used by key managers to start the key management
procedure and complete the execution of key backup directions.

The key of certificate applicant is stored in the terminal of certificate applicant, who will
adopt appropriate measures to store, back up and recover its key according to the actual

situations.

2.1.7 Key alternation procedure

For the Certification Authority with certificates generated by CNNIC Trusted Network
Service Center and used to issue and certify the CA, the term of root key and certificate will
not exceed twenty years. The root key and its certificate of CNNIC Trusted Network Service
Center will be updated within three months before the expiration of them. After alternating to
a new root key, the relevant root certificate will also be issued to the public for use. The
original root key will be kept for a certain period so to verify the certificate with the signature

of the original root key.

2.1.8 Key Revocation

The root certificate and intermediate root certificate of CNNIC Trusted Network Service
Center will be archived and stored for ten years until they have become invalid and
appropriate measures will be taken to revoke them. After the end of archiving term of
archived key, it shall be securely revoked with the involvement of several trusted personnel.
The key revocation ensures that its private key will be completely deleted from the hardware
encryption module and there will be no information left.

The private key of certificate applicant will be stored in the terminal of certificate applicant.
After the termination of its certificate, it shall be immediately revoked by the certificate user

on its own.

2.1.9 Issue public key of CA root to certificate users

CNNIC Trusted Network Service Center will issue its public key on the website so to be
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convenient for certificate users to obtain.
The managers operate the certificates and the archiving of public key of CNNIC Trusted

Network Service Center.

2.1.10 Physical operation of CNNIC Trusted Network Service Center

2.1.10.1 Physical address

CNNIC Trusted Network Service Center operates in the location under reasonably safe
conditions. During the construction of sites, the Center has adopted appropriate prevention
measures so to make a good preparation for the operation of CNNIC Trusted Network

Service Center

2.10.1.2 Access control

The personnel of CCNIC Trusted Network Service Center who have access to the key area,

control encryption or other operation procedures and may cause serious impact on the

issuance, use and termination of EV Certificate shall be deemed to carry on trusted

responsibility. Such personnel include but not limited to system manager, operator,

encryption engine manager, engineer and administrative personnel that are delegated to

supervise the operation of CNNIC Trusted Network Service Center.

CNNIC Trusted Network Service Center has formulated relevant management rules for the

personnel that have relation to domain name certificate services of CNNIC Trusted Network

Service Center and carry on trusted responsibility, which include:

€ Formulation of operation and control procedures of entities and systems at all levels
according to role and responsibility

€ Detailed responsibility division provisions

CNNIC Trusted Network Service Center carries out reasonable security control, limits the

access to hardware and software of the Center (including server, workstation and any outer

encryption hardware module). The personnel who have access to the above hardware and

software only limit to the ones who carry out trusted responsibility under the provisions of
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this CPS. They carry out control and digital monitoring on such access so to prevent
invasion without authorization.
CNNIC Trusted Network Service Center ensures there will be at least two personnel in the

processing and approval of EV Certificate request before the generation of EV Certificate.

2.1.10.3 Transmission of documents and materials

The transmission of all documents among CNNIC Trusted Network Service Center, its
Registration Authority (RA) and Local Registration Authority (LRA) are carried out in a safe

and controlled way.

2.1.10.4 Power and air-conditioning

The power and air-conditioning resources available for CNNIC Trusted Network Service
Center include dedicated air-conditioning system, Uninterruptible Power Supply (UPS) and
generator car rented from Power Company in order to prepare supplying power in case of

power system failure in the urban area.

2.1.10.5 Natural disaster

The facilities of CNNIC Trusted Network Service Center can be prevented from natural
disasters within the possibly reasonable extent. CNNIC Trusted Network Service Center has

prepared proper fire prevention plans and fire-fighting system for its facilities.

2.1.10.6 Fire prevention and protection

CNNIC Trusted Network Service Center has prepared proper fire prevention plans and

fire-fighting system for its facilities.

2.1.10.7 Media storage

Media storage and processing procedures have been well prepared.
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2.1.10.8 Offsite backup

Appropriate preparations and offsite storage have been made for the system data of CNNIC
Trusted Network Service Center so to acquire enough protection and prevent theft, damage

and media decay.

2.1.10.9 Print Documents storage

Print documents (including identity confirmation files and management documents of
certificate holder) are well stored by CNNIC Trusted Network Service Center and can only

be read by authorized personnel within the permitted authority.

2.1.10.10 Waste material disposal

Dispose of waste material according to normal waste material disposal procedure. The
encrypted devices shall be physically damaged or reset according to the instruction of

device manufacturers before they become invalid.

2.1.10.110ther security procedures

CNNIC Trusted Network Service Center executes a set of complete and reasonable security
procedures which are used to:

1. Protect all data, software, keys and procedures in the process of EV request, certificate
approval and issuance;

2. Prevent predictable threats in the integrity, confidentiality and availability of EV data;

3. Prevent unauthorized or illegal access, utilization, disclosure, modification or damage to
any EV data;

4. Prevent some disastrous damage or injury to EV data or EV procedures;

5. Abide by other security demands of CNNIC Trusted Network Service Center that conform
to laws.

The security procedures of CNNIC Trusted Network Service Center include regular risk

assessment:
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6. Recognize predictable threats from the outside and inside, e.g. unauthorized access,
disclosure, wrong use, modification or damage to relevant data concerning EV;

7. Evaluate the consequences caused by these potential threats;

8. Evaluate whether CNNIC Trusted Network Service Center has taken or formulated
measures and policies.

CNNIC Trusted Network Service Center, based on risk evaluation, has relevant
implementation measures to ensure the continuity and effectiveness of EV Certificate

Policy.

2.1.11 Annual assessment

CNNIC Trusted Network Service Center carries out annual assessment each year so to
ensure that normal operation process conforms to security policy and other procedure

control.

2.2 Digital certificate management

The certificate management of CNNIC Trusted Network Service Center includes but not
limited to the following parts:

® \Verification on the identity of certificate applicants

® Certificate issuance

® Certificate revocation

® Certificate distribution

® Certificate publication

® Certificate backup

® Certificate retrieval according to special usage purposes

® \Verification on domain names of applied certificates

® \Verification on authorization of entity to issue EV certificate

2.3 Repository of CNNIC Trusted Network Service Center

CNNIC Trusted Network Service Center maintains a repository, which includes Certificate
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Revocation List (CRL) issued by the latest root and intermediate root, root certificate, CPS,
EV CPS, CP, EV CP documents and other relevant materials of CNNIC Trusted Network
Service Center.

Except for regular maintenance and emergency repairs for at most four hours each week,
the storage pool keeps open for 24 hours each day and seven days each week. The storage
pool of CNNIC Trusted Network Service Center can be accessed through the following URL:
http://www.cnnic.cn/index/0T/index.htm

The content of storage pool can be altered according to alternations. The published
materials and data are available to all internet users; however, they can only be updated by

the managers of CNNIC Trusted Network Service Center.

2.4 Certificate type of CNNIC Trusted Network Service Center

With the development of business, CNNIC Trusted Network Service Center may extend its

production line, including issued certificate type. For the issuance of each new certificate

product, CNNIC Trusted Network Service Center will issue another new CPS within seven

days before the provision of new Certificate Practice.

The current issued domain name certificate brands include:

“Trusted EV server certificate”, which is divided into:

€ Single domain name certificate: The CN of certificate subject is a fixed domain name;

€ Multiple domain name certificate: The CN of certificate subject is multiple parallel
domain names, such as “CN=a. xxx.xxx, CN=Db. xxx.xxx, CN=c. xxx.xxx”. SA extension
includes these multiple domain names.

The trusted EV server certificate issued by CNNIC includes but not limited to domain name

certificates, which can not be used for other purposes.

2.5 Term of EV certificate

The term of EV Certificate of new applicant under this EV Certificate Practice Statement
shall be one or two years.

The term of EV Certificate of new applicant under the provisions of certificate renewal
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procedures in this EV Certificate Practice Statement shall not exceed the above term. The

term will be marked in EV Certificate.

2.6 Extension and nomination

2.6.1 Extension of digital certificate

The domain name certificate issued by CNNIC Trusted Network Service Center is of
extensive universality. The format of certificate conforms to X.509 V3 standard and it can

provide the capability to support certificate extension.

2.7 Private key generation and certificate request process of certificate applicant

2.7.1 Generation of private key

The signature private key pairs are generated in the terminal of client. CNNIC Trusted
Network Service Center has formulated strict and safe control measures and the private key
pairs can be generated by intelligent IC card, other hardware encryption devices or
encryption software, but CNNIC Trusted Network Service Center does not provide the
generation, backup and recovery services. In the process of application, the certificate

applicant will submit CSR that contains public key and detailed enterprise information.

2.7.2 Requirements on Document

Before the issuance of EV Certificate, the certificate applicant must submit the following
documents to CNNIC Trusted Network Service Center:

® Application Form of EV Certificate

® User Agreement

® Other documents made by CNNIC Trusted Network Service Center according to EV

Guideline
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2.7.3 Requirements on the role of applicant

The EV certificate application unit needs to play the following role and the details may be

adjusted:

® Certificate applicant

® Approver for Certificate application

® Agreement signer: The agreement on EV certificate application must be signed by the
authorized personnel.

The certificate applicant can authorize one or three persons to fulfill all roles. The applicant

of EV Certificate shall be a natural person with authorization. Also, it shall be the employee

of application unit or authorized agent (certification materials of the application unit or the

third party are required).

2.7.4 EV Certificate application request

® Summary: The operator to apply for EV Certificate must submit its application to the
LRA of CNNIC Trusted Network Service Center designated by CNNIC or RA of
operation mechanism designated by CNNIC. CNNIC is not oriented for the applicant to
accept the application.

® Content of request: The EV Certificate Request must contain an application signed and
confirmed by the applicant or its authorized representative. The applicant also needs to
submit an agreement signed by the applicant or its authorized representative, including
the confirmation on the accuracy and correctness of information contained in EV
Certificate.

® Information requirement: The EV Certificate Request may include all actual information
of application units as shown in the Certificate, and other information of applicant
required by CNNIC Trusted Network Service Center under EV Guideline. To prevent
that EV certificate request fails to contain necessary information or verify the relevant
information further, CNNIC Trusted Network Information Center will obtain other
information from the certificate applicant and agreement signer.

The applicant information shall include but not limited to the parts of this EV Guideline.
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2.8 Protection and backup of private key for certificate applicant

The private key of applicant is generated in the terminal of client and is of strict and safe
control measures. CNNIC Trusted Network Service Center does not provide services on the
generation, backup and recovery of private key.

CNNIC Trusted Network Service Center strongly proposes that the applicant use password,
intelligent IC card and other hardware encryption devices or encryption software to avoid

illegal access or use of private key.

2.9 Transmission of public key for certificate applicant

The certificate applicant uses security software at the terminal of server to transmit the
public key to CNNIC Trusted Network Service Center for the generation of Certificate. Such
request (CSR) uses the format of PKCS#10 with the digital signature and can be submitted

through the CNNIC website (https://rawhois.cnnic.cn/pages/CertDownloadStart.ftl).

2.10 Transmission of issued certificate

After CNNIC Trusted Network Service Center approves such certificate application, it will
send Reference No. and the first 13 bits of Authorization Code by email and the last 3 bits

by phone to the operator for certificate application.

2.11 EV Certificate architecture of CNNIC Trusted Network Service Center

EV certificate architecture of CNNIC Trusted Network Service Center:
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2.11.1 Structure of EV certificate root

China Internet Network
Information Center EV
Certificates Root

CNNIC

Root structure diagram

2.11.2 Relevant instruction to EV root CA certificate

The root CA certificate does not contain fields of certificatePolicies or extendedKeyUsage
extensions.

The application software distributor or any certificate relying party may confirm the approved
and signed root CA of EV certificate through the storage of EV data identifier concerning
root CA certificate.

For its key extensions, the parts of CA domain have been set “TRUE”. Meanwhile,

pathLenConstraint is not expressed.

2.11.3 Content and subject of certificate

Under EV guideline, the basic requirements on EV Certificate contents include:

Information of subject organization

(a) Name of organization

Certificate domain subject: OrganizationName (OID:)

Compulsory/optional: Compulsory

Content: This part contains the name of certificate holder of CNNIC after passing the
recording or document verification of official organizations. The name must be a full name of
legal unit and the maximum length of the name shall not exceed 64 characters. If there are

more than 64 characters, abbreviation or omission of words without great influence can be
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adopted.

(b) Domain name

Subiject of certificate domain: CommonName

Compulsory/optional: optional

Content: CN is parallel multiple domain names in EV multiple domain name certificate and
single domain name certificate is a single domain name. EV Certificate does not provide
wild-card certificate type.

(c) Business type

Subject of certificate domain: businessCategory

Compulsory/optional: compulsory

Content: The business type field of CNNIC Trusted Network Service Center includes private
organization (v1.0, Cause 5.(b)), government entity (v1.0, Cause 5.(c)), commercial entity
(v1.0, C, Cause 5.(d)) and non-commercial entity (v1.0, C, Cause 5.(e)).

Definition of private organization: individual industrial and commercial, foreign-invested
enterprises

Definition of government entity: government authority, institution

Definition of commercial entity: legal person of enterprise

Definition of non-commercial entity: social club and others

(d) Established or registered region

Certificate domain: established/registered location (state, province and municipality) used to
determine whether the subject is a national, provincial or city level unit
Compulsory/optional: compulsory

Content: irrelevant information shall not be included. E.g. the fields of province and
municipality may not be filled for national-level unit; the field of municipality may not be filled
for provincial unit. For provincial, municipal and national regions, only English letters can be
input instead of Chinese. The national region is CN in default. For cities and provinces of
other locations, Chinese may be input.

(e) Registration No.

Subject of certificate domain: serialNumber

Compulsory/optional: compulsory
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Content: For private organizations, Registration No. distributed by the authority of its
establishment or registration. If there is no registration no., the date of establishment or
registration can be filled.

For government entity, input relevant words to indicate the identity of the subject.

For commercial entity, input the registration no. acquired after the approval of government. If
there is no registration no., fill in the date of establishment.

(f) Operation and business address

Subject of certificate domain: country, state or province, city/town, Street No. and postal
code.

Compulsory/optional: The country, state or province and city/town are compulsory and the
Street No. and postal code are optional.

Content: physical operation address of subject.

2.11.4 Extended options of key usage

The certificate format used by CNNIC Trusted Service Center is X. 509 (Version 3). The key

extended options of EV Certificate are used to identify the usage and technical requirement

of Certificate.

The extended options of EV Certificate of CNNIC Trusted Network Service Center are as

follows:

Root CA certificate

® Basic constraint: This extended option must be critical extension. The cA field MUST be
set true. The pathLenConstraint field SHOULD NOT be present.

® Key usage: “key” field. Key usage in the limited certificate. KeyCertSign and cRLSing
must be set.

Sub CA certificate

® CertificatePolicies: This extended option must exist and may not be marked as key
extension. Name of publishing site= CCL publishing site HTTP URL.

® authoritylnformationAccess: This extended option should exist, and may not be marked

as key extension. It should include OCSP response address of CNNIC Trusted Network
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Service Center (HTTP URL).
® Basic constraints: This option is set “True” and the extended option is marked as “key”.
Subject Type=CA
Path Length Constraint=None
® Key usage: This option must exist and be marked as key. CertSign and CRLSign must
be set and other options must be set.
User certificate
® CertificatePolices: This extended option must exist and can not be marked with key.
Certificate Policy:
Policy Identifier=EV Policy OID=1.3.6.1.4.1.29836.1.10
Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.cnnic.cn/cps/
® CRLDistributionPoint: Such extended option exists and is marked as key. It contains
the issuance of Certificate Revocation List (CRL) of CNNIC Trusted Network
Service Center (HTTP address: URL=http://www.cnnic.cn/download/evcrl/crll.cr)
AuthoritylnformationAccess: Such extended option exists and is not marked as key.
[1] Authority Info Access
Access Method=OCSP (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocspev.cnnic.cn
[2] Authority Info Access
Access Method=CA Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
® URL=http://www.cnnic.cn/download/cert/CNNICEVSSL.cer
Basic constraints: exist; Path Length Constraint is set to be null.
® Key usage: exist; KeyCertSign and cRLsign are not set.

® ExtKeyUsage: The value for id-kp-serverAuth is 1.3.6.1.5.5.7.3.1.
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2.11.5 EV Certificate Policy

The Certificate Policy explains in detail CNNIC Trusted Network Service Center’s rule and
request to issue and manage certificate. The Certificate Policy is formulated by certificate
issuing authority and extensively issued to the outside. Meanwhile, OID conforming to the
application standard is applied to International Standard Organization so to ensure its
compatibility with other applications. OID is transmitted in the communication services. As
the identifier of certificate policy of this Certificate Authority, it provides relevant policies
about certificate services on behalf of Certification Authority. Besides, only when the
certificate applicant agrees with the Certificate Policy, it can apply for and obtain digital
certificate from CA.

® EV User Certificate

Each EV Certificate issued by CNNIC Trusted Network Service Center contains an OID
defined by CNNIC Trusted Network Service Center. Such OID is in the extended option of
certificatePolicies of certificate, which is used to: (1) indicate the type of CA policy of this
certificate; (2) show CNNIC Trusted Network Service Center’s conformity with EV guideline;
(3) mark the certificate as EV Certificate through the previous agreement with software
application vendor.

® EV Sub CA Certificate

Temporarily, CNNIC Trusted Network Service Center provides no services about issuance
of certificate to CA.

® Root CA Certificate

CNNIC Trusted Network Certificate does not include certificatePolicies or extended fields to

extend the usage of terminal key.

2.11.6 Encryption algorithm and key length

The key pairs of root certificate and intermediate root certificate in CNNIC Trusted Network
Service Center are RSA of 2048 bits. The key pairs of certificate applicant are also required
to be RSA of 2048 bits.

Format for EV Certificate of CNNIC Trusted Network Service Center:
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EV Certificate of CNNIC trusted server

Signature algorithm ShalRSA
Issuer CN CNNIC EV SSL
O China Internet Network Information
Center
C CN
Period of validity One year , two years
Subject CN Domain name
Oou Name of department
O Name of unit
L City
S State or province
C Country
Serial No. Registration No.
Key identifier of issuing | KeylD
authority
Key usage (non-key) Digital Signature, Key Encipherment (a0)
intensified key usage Server verification (1.3.6.1.5.5.7.3.1)
Basic constraints Subject Type=End Entity Path Length Constraint=None
Certificate Policy [1]Certificate Policy:

Policy Identifier= 1.3.6.1.4.1.29836.1.10
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
http://www.cnnic.cn/cps/

CRL Distribution Policy [1]CRL Distribution Point
Distribution Point Name:
Full Name:
Directory Address:
CN=crl* (*Such Serial No. is
calculated according to Serial No. of certificate)
OuU=crl
O= China Internet Network
Information Center
C=cn
[2]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://www.cnnic.cn/download/evcrl/crl* (*Such Serial
No. is calculated according to Serial No. of certificate) .crl

Fingerprint algorithm shalRSA

2.12 EV CRL and its architecture of CNNIC Trusted Network Service Center

2.12.1 EV CRL issuance

CNNIC Trusted Network Service Center issues the latest CRL issued by intermediate root to
the outside. The access address is:

http://www.cnnic.cn/download/evcrl/crl* (*Such Serial No. is calculated according to Serial
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No. of certificate). crl

In the storage pool of CNNIC Trusted Network Service Center, CRL issued by intermediate
root is updated once every twelve hours.

As intermediate root is not terminated, the address of CRL issued by root is:
URL=http://www.cnnic.cn/download/rootcrl/CRL1.crl, which is updated once every six
months (182 days). After the termination of intermediate root, CRL issued by root will be
immediately updated.

CRL stores all certificate items for five years and the revoked certificate items will not be

deleted within five years.

2.12.2 EV CRL architecture

CRL architecture of CNNIC Trusted Network Service Center:

Version Indicate Version No. of CRL X.509 (Version 2)
Signature of CAissuing CRL | CN = CNNIC EV SSL
O = China Internet
. Network Information
Signature Center
C=CN
. . Define the algorithm for
algorithmldentifier issuance of CRL
lssuer Distinguished name of CA
issuing CRL
thisUpdate) Issuance time of CRL
next update Estimated update time of next CRL

CRL entrance
revoked certificates | Serial No. of Certificate
Revoked date

2.13 Online Certificate Status Protocol (OCSP)

2.13.1 OCSP issuance

Whether the relying party makes inquiry on online status depends on its security
requirement. For the application with high demand on security guarantee and complete
reliance on certificate to conduct identity recognition and authorization, the relying party may
examine the status of such certificate through OCSP system before trusting a certificate.

CNNIC Trusted Network Service Center provides Online Certificate Status Protocol (OCSP)
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service based on the certificate status of HTTP. Such service is available for 7*24 hours
except for emergency and regular maintenance for at most four hours each week. When the
user clicks on the certificate status response through OCSP, it will see the specific time for
the next update of such certificate status (According to different certificates and roots, the
certificate is updated once within 12 hours and root certificate is updated once within 120

days) and all certificate items are stored in OCSP.

2.13.2 OCSP structure

The OCSP issued by CA of CNNIC Trusted Network Service Center shall conform to

RFC2560. The OCSP response shall contain at least the basic domains and contents as

provided in the following table.

Basic domains of OCSP structure

Domain Value or value constraints

Status Response status, including success, error request format, inner errot,
later retry, request without signature and requested signature
certificate without authorization. When the status is ok, the following
items shall be included.

VFersion V1

Signature Algorithm for OCSP issuance. Use shalWithRSAEncryption (OID:

algorithm 1.2.840.113549.1.1.5) for signature.

Issuer Entity issuing OCSP. SHA1 Data abstract value and distiguhished
name of certificate for public key of issuer.

Time of | OCSP Response generation time

generation

Next update

(According to different certificates and roots, the certificate is updated
once within 12 hours and root certificate is updated once within 120
days)

Certificate status
list

Include certificate status list inquired in the request. Each certificate
status includes certificate identifier, certificate status and certificate
termination information.

Certificate
identifier

Includes data abstract algorithm, data abstract value for distinguished
name of certificate, abstract value of public key and Serial No. for
certificate

Certificate status

Latest status of certificate, including valid, terminated and unknown.

Certificate Contain time and reason for termination when the returned certificate
termination status is terminated.
information

2.13.3 OCSP request

The OCSP request may support two methods, GET and Post. If the request information is

less than 255 bytes, GET can be used. If the request information is more than 255 bytes,
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POST method shall be used.

The request information shall at least contain:

Version of agreement;

Service request;

Identifier of object certificate;

Extended option required by OCSP server.

Notice to expiration time: The longest expiration time of information that OCSP feedbacks is
ten days. All users who confirm the effectiveness of certificate through this information shall

pay attention to expiration period.

2.13.4 OCSP response

The correct OCSP response shall include:

Version of response agreement;

Name of OCSP server;

Response to each certificate in a request (including identifier of object certificate, status
value of certificate, duration for valid response and optional extended option);

Optional extended item;

Optional extended option;

Signature calculation method OID;

Signature calculated through hash function.

2.14 Security control

2.14.1 Computer security control

Operated in a safe environment, CNNIC Trusted Network Service Center adopts partition
access authority control. The separation between core system and other systems adopts
firewall and infringement check security control. Meanwhile, it adopts:

1. System security configuration; shut down unnecessary services and ports.

2. The latest patch procedure shall be installed in the operation system and special persons
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are responsible for the installation of the latest patch.

3. The special person shall be in charge of each machine in the production system. It shall
strictly abide by operation procedures and passwords are managed and authorization is
given level by level. Each person shall be responsible for the operation within the range of
authority.

4. Audit system of log and operation records.

5. Data backup and recovery mechanism.

2.14.2 Security control of Life duration technology

The system used by CNNIC Trusted Network Service Center is carefully tested prior to their

use and irregular check is carried out in the process of utilization.

2.14.3 Network security control

The system of CNNIC Trusted Network Service Center is divided into different sections
according to different security requirements. Offline operation is adopted for parts of high
security level system. And hierarchical model is adopted to guarantee the security of

network and reliability of system.

3. Organizational architecture

The Certificate Practice of CNNIC Trusted Network Service Center is performed under safe
environment. This Chapter mainly intends give a summary to security policy, mechanism of
physical and logical access, service level and employee strategy so to provide reliable

certificate practice.

3.1 Conformity with EV certificate practice statement

CNNIC Trusted Network Service Center provides practice, operation and services under

this CNNIC EV Certificate Practice Statement.
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3.2 Termination of practice for certificate issuing authority

Once CNNIC Trusted Network Service Center needs to terminate certificate practice due to
any reason, it will timely issue a notice on its website, etc. and provide the consecutive
services including responsibility of certificate holder, records keeping and recovery, etc.
Before the termination of certificate practice, CNNIC Trusted Network Service Center will
perform the following operations.
® In case of the termination of services for CNNIC Trusted Network Service Center,
the Center will terminate all certificates issued by it and hand the filing records over
to the relevant authority in accordance with laws and regulations.
® After the termination of services, CNNIC Trusted Network Service Center will store
the records of Certification Authority for ten years (as of the termination of services).
These records include root certificates, intermediate certificates; issued domain
name certificates, certificate practice statement and Certificate Revocation List

(CRL) (CP and statement are different).

3.3 Format of records archiving

CNNIC Trusted Network Service Center will perform archiving of materials and records, as
well as make and store the duplicated copy of filing materials and records.

The archived materials are clearly marked with the initial date and time of archived projects.
CNNIC Trusted Network Service Center will prevent from adjusting the system clock with

authorization by control measures.

3.4 Retention period for records archiving

CNNIC Trusted Network Service Center must ensure that the archived records shall contain
enough materials so to determine whether the certificate is valid and the previous is proper.
Under the requirement of EV guideline, CA must keep all documents and EV certificate that
relate to the EV certificate request and certification. CNNIC Trusted Network Service Center

shall keep the following data:
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System device structure records
Evaluation results and device eligibility recheck records
Certificate Practice Statement(all versions)

Binding agreement on CNNIC Trusted Network Service Center

L 4
L 4
L 4
L 4
€ Allissued EV certificate, revoked EV certificates and Certificate Revocation List (CRL)
€ Regular records of events

€ EV certificate request and all documents in the process of verification

€ Other work logs used to verify the content for archiving

€ Archiving of relevant technical documents on system introduction

The above archived records are properly stored for at least ten years. The audit tracking

documents are stored in an appropriate way that CNNIC Trusted Network Service Center

proposes. All records will be archived in a safe place.
3.5 Core function log

Under the requirement of EV guideline, CNNIC Trusted Network Service Center will keep
all log records, including EV certificate request, disposal and all logs in the process of
issuance. Time, data and operation records of personnel needs to be recorded in the log.
The archived media stored in CNNIC Trusted Network Service Center are protected by all
kinds of objects or encryption measures, so to prevent entry without authorization. The
protection measures are used to protect archived media from environmental damage
including temperature, humidity and magnetic field. When the movable storage media is
about to terminate its life period, security data damage devices of third parties are used to
clear these data.
The archived records include but not limited to the following events:
B Key life period management of CNNIC Trusted Network Service Center, which

includes:

€ Key generation, backup, storage, backup, archiving and revocation;

€ Password device statement period management events.

B EV Certificate statement period management events of CNNIC Trusted Network
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Service Center, which includes:

L 4
*

*
L 4

EV Certificate request, renewal; key reapplication and revocation;

All verification activities under this Guideline;

Verification on data, time, used telephone, calling object and final results of
verified telephone;

Receiving and rejection of EV Certificate request;

Issuance of EV Certificate;

EV Certificate Revocation List (CRL) and OCSP item

W Security events, which include:

*
*
*
*
*

*

Successful and failed PKI system access trial;

Implemented PKI and security system activities;

Alternation of security policy;

System collapse, hardware failure and other abnormal phenomena;
Firewall and route activities;

Item of CA device and its exit from it

B Access item must contain the following elements:

*
*
*

Data and time of item;
Identity for personnel who make logs;

Description on item.

3.6 Practice continuity plan and disaster recovery

To ensure the completeness of services, CNNIC Trusted Network Service Center will

implement record and test in phase the continuity of testing practice and disaster recovery

plan. Such plan needs to be updated or modified at least once for each year.

CNNIC Trusted Network Service Center has made proper practice continuity plan, which
includes daily backup of main practice information and CA system data and proper backup
of CA system software so to maintain the continuous operation of main practice and

guarantee the provision of services or recovery of services at the shortest time under the

impact of serious failure or disaster.
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CNNIC Trusted Network Service Center does not provide any disaster recovery base in an

offsite. In case of serious failure or disaster, CNNIC Trusted Network Service Center will

give a notice to government authorities in time and publish the operation transition from

production base to disaster recovery base.

Upon the occurrence of disaster and prior to the re-building of reliable environment:

€ Sensitive materials or devices will be safely locked in the facility;

€ If Sensitive materials or devices are unable to be safely locked in the facility or there is
risk for these materials or devices to be damaged, they will be moved from the facility
and locked in other temporary facilities.

€ Access control will be adopted for the access of facility so to prevent theft or access

without authorization.

3.7 Availability of revoked data

CNNIC Trusted Network Service Center issues EV Certificate Revocation List for the relying
party to certify the effectiveness of EV digital certificate issued by CNNIC Trusted Network
Service Center. EV CRL includes the access inlet of revoked EV certificate and 24 hours is
available for access. For intermediate root, CNNIC Trusted Network Service Center issues
CRL once every twelve hours. If intermediate root is not terminated, the CRL issued by root
is updated every six months (182 days). After the termination of intermediate root, the CRL
issued by root will be immediately updated. The terminated CRL list needs archiving and

kept for ten years.

3.8 Issuance of key information

CNNIC will issue EV Certificate Practice Statement and agreement with users, etc. on its
official website. All updates and modifications will be strictly executed in accordance with

this EV Certificate Practice Statement.

3.9 Confidential Information

CNNIC Trusted Network Service Center will ensure the security and confidentiality of user
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information or confidential information in accordance with provisions of this EV Certificate

Policy Statement.

3.9.1 Type of confidential information

CNNIC Trusted Network Service Center lists the following information as confidential and
has taken proper measures to ensure that confidential information is not disclosed.

a) The special information managed and controlled by CNNIC Network Service Center will
be secretly kept by the Center; unless otherwise stated by law, disclosure to the outside
shall not be allowed.

b) Except the information issued in EV certificate, EV CRL, EV certificate policy and EV
CPS, the information about certificate holder is confidential information; unless otherwise
requested in certificate policy or stated by law, it shall not be opened to the outside.

c¢) The documents and materials submitted by certificate applicant include signed
agreement, identity certification as well as documents and materials needed to be submitted
by the applicant (No matter whether passing evaluation or not).

d) Generally, the annual audit result shall be kept confidential, unless CNNIC Trusted
Network Service Center Security Management Committee thinks it is necessary to publish
the result for audit.

e) Practice continuity plan and disaster recovery plan.

f) Architecture of CNNIC Trusted Network Service Center, certificate management,

registration service and operation records of data.

3.9.2 Non-confidential Information

a) The information that is contained in EV certificate and EV CRL issued by CNNIC Trusted
Network Service Center is non-confidential.

b) The information in EV CPS that is published by CNNIC Trusted Network Service Center
is non-confidential (or other commercial matters published).

¢) The termination reason is listed in EV CRL when CNNIC Trusted Network Service Center

terminates one EV certificate. The code for the termination reason is non-confidential
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information and all the other EV certificate holders and EV certificate relying parties can
share such information. However, other details about termination are not published in
general.

CNNIC Trusted Network Service Center will publish information in accordance with law and
enforcement requirements of law enforcement officials.

CNNIC Trusted Network Service Center will request the information holder to publish the

information about the holder in accordance with the requirements of information holder.

3.9.3 Confidential information access

Only authorized personnel can access the confidential information. The employee of CNNIC

Trusted Network Service Center needs to abide by the relevant provisions.

3.10 Computer security audit procedure

3.10.1 Type of recorded events

The important security events of CNNIC Trusted Network Service Center will be manually or
automatically recorded in the audit tracking records under protection. These events include
but not limited to the following:
€ Suspicious network activities
€ Attempts to entry and failure to access
€ Events about the installation of devices or software, modification and configuration of
CNNIC Trusted network Service Center system
€ Process for relevant personnel to access all parts of CNNIC Trusted Network Service
Center
The operations for regular management of EV certificate are also included in the audit
tracking records and these operations include but not limited the following:
€ Disposal of request on the termination of EV certificate
€ Actual issuance (including certificate registration, renewal and reissuing, etc.) and

termination of EV certificate
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Update of storage pool materials
Compilation of EV Certificate Revocation List and publication of new data
Key shift of Certification Authority

File backup

* & O o o

Emergency key recovery

3.10.2 Times for processing records

CNNIC Trusted Network Service Center will deal with audit tracing records every two
weeks in order to audit and track activities, exchanges and procedures about CNNIC

Trusted Network Service Center.

3.10.3 Term for storage

The storage period for the audit and tracking records is ten years.

3.10.4 Audit tracking records protection

Multiple person control is performed when CNNIC Trusted Network Service Center
disposes of audit tracking records, which can provide enough protections and prevent

relevant records from being injured or deliberately modified.

3.10.5 Audit tracking records backup

CNNIC Trusted Network Service Center will make proper backup for the audit tracking
records in accordance with procedures. The backup will be stored off the machine and be

well protected so to prevent theft, damage and media decay.

3.10.6 Security events notification

CNNIC Trusted Network Service Center has automatic monitoring system, which can
report important security events to the relevant responsible persons or systems of CNNIC

Trusted Network Service Center.
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3.10.7 Vulnerability assessment

The vulnerability assessment is part of risk assessment of CNNIC Trusted Network Service
Center: CNNIC Trusted Network Service Center carries out vulnerability assessment
concerning technical security and management security and take enforcement measures

in accordance with assessment report.

3.11 Employee management and rules

CNNIC Trusted Network Service Center adopts the following rules and management
procedures to guarantee the credibility of employees and their fulfilment of relevant

responsibilities.

3.11.1 Employee identity verification

CNNIC Trusted Network Service Center (including RA) makes investigation on the
background, qualifications and experience, etc. of personnel who carry on reliable
responsibilities, which is regularly preformed prior to and after employment according to
need. The credibility and competence of employees are verified in accordance with this EV
CPS and personnel strategy of CNNIC Trusted Network Service Center: loyal, reliable,
with enthusiasm, without performing other part-time job affecting the operation and without
serious error and crime records of the same industry.

Background: High political quality, excellent practice, strong responsibility, strong sense of
principle, without crime and illegal records.

Qualifications: Be good at the job; its education, training and work experience can
guarantee its competence for the job.

The staff and management policy of CNNIC Trusted Service Center ensures the credibility
and competence of the Center or LRA personnel on behalf of it and guarantee that they will
Perform their duties in accordance with this EV CPS.

The personnel who fail to pass primary and regular investigation shall not act or carry on

reliable responsibility. The investigation includes education, work experience. Such
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information shall be verified and confirmed by Human Resources.

3.11.2 Training and skills

The employees of CNNIC Trusted Network Service Center (including RA) have received
primary training required for the implementation of their responsibilities. CNNIC Network
Service Center will provide continuous training so to enable employees to master the
required latest working skills. The training includes but not limited to: knowledge to Public
Key Infrastructure (PKI), means and procedure of verification, practice schedule, common
threats and response measures, etc.

Meanwhile, the employees of CNNIC Trusted Network Service Center (including RA) will
receive guide manual, in which registration, renewal, obtaining of two codes, reissuing and
termination procedure and other software functions concerning its responsibilities are

described in detalil.

3.11.3 Separation of duty

CNNIC Trusted Network Service Center has strict management measures so to ensure the
independence of employee authority. The verification and issuance of EV certificate

application information and certificate are carried out by two roles.

3.12 EV audit

In accordance with relevant provisions, assessment about conformity with regulations is
held once at least every twelve months by outer independent audit authority, so to examine
whether the system of issuance and termination of EV Certificate and EV Certificate
Revocation List issuing EV Certificate are in strict conformity with EV Guideline, this EV
CPS and control measures relating to CNNIC Trusted Network Service Center.

The audit contains:

1) Published commercial matters;

2) Integrity of services (including control on key and certificate life period management);

3) Environmental control.
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The audit result shall be reported to CNNIC Trusted Network Service Center Security
Management Committee. CNNIC Trusted Network Service Center will confirm the
improvement proposal and adopt improvement actions in accordance with detailed audit
comments.

The inner auditor carries out audit on the compliance of practice operation every two

weeks and makes self-check on the compliance on approvers and registers.

3.13 Issuance of information

The storage pool of CNNIC Trusted Network Service Center, including EV certificate
practice statement, EV certificate policy, etc, will be published on CNNIC Website
(www.cnnic.cn). The location of storage pool can be browsed online and can be prevented

from any modification without authorization.

4. Practice Statement

This Chapter mainly describes the application process of certificate like application
materials required to be submitted. Especially, if the user uses other languages (like English)
in its submittal material in the EV certificate application, renewal, and modification
operations, RA needs to explicity express them in such language. The verification
personnel of CA will check the work of RA to verify whether it conforms to the requirements
of applicant.

4.1 EV certificate application

It is specially noted in the application of EV certificate for CNNIC Trusted Network Service
Center that, when all users fill in the application form for trusted server certificate, if some
items are optional and no content needs to be filled, please input null only. The term for EV
Certificate is one year or two years. If it is two-year certificate, annual inspection shall be
performed during the period of nine to 12 months upon the use of certificate and relevant

verification materials shall be submitted as below for such operation.
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4.1.1 Single domain name EV Certificate

1. The application operator for EV Certificate submits application materials to the data

processor of LRA.

For the independent server (The server with certificate is managed by the certificate

applicant, the same as below), the application material shall include the following

documents:

>

Identity certification of EV Certificate applicant:

B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

B Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

B Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);

B Account opening certificate issued by bank (with each page sealed).

Original copy of application letter for EV Certificate registration (with each page sealed).

When the EV Certificate applicant is an enterprise/government

authority/institution/social club, the duplicate copies of identity certificates for manager

and operator need to be submitted.

For the hosted server (The server with certificate is managed by other organization

authorized by the certificate applicant, the same as below), the certificate is handled by the

authorized organization and the application material shall include the following documents:

>

Identity certification of EV Certificate applicant:

B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

B Provided by government authority: duplicate copy of Organization Code Certificate
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(with each page sealed);
B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);
B Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);
B Account opening certificate issued by bank (with each page sealed).
»  Original copy of application letter for EV Certificate registration (with each page sealed).
» Duplicate copy of identity certification of operator for authorized organization
» When the EV Certificate applicant is an enterprise/government
authority/institution/social club, the duplicate copy of identity certificate for manager
needs to be submitted.
2. The data processor for LRA carries out primary verification. It obtains, through domain
name registration inquiry (whois) function, the material for domain name register material of
applied EV certificate, check whether the domain name register is identical with the
applicant of EV Certificate and determine whether the EV Certificate register actually owns
such domain name through primary verification.
3. After the primary verification of data processor of LRA is passed, input the above material
through RA system; submit the application and all the paper application material to the RA
reviewer of CNNIC RA. If the primary verification is not passed, the EV certificate applicant
is required to modify the material of domain name register and then apply for EV Certificate.
4. The RA reviewer verifies whether the legal domain name holder is identical with the
certificate holder (whois function is also used), examine whether material is true, make
comparison on the application information in RA system and meanwhile make confirmation
with the manager and operator by phone.
5. If the confirmation is passed, the RA reviewer will log on RA system, approve the
certificate application and send the first 13 bits of Reference No. and Authorization Code by
email and the last 13 bits by phone to the operator of certificate application. If the
conformation fails to be passed, the EV Certificate application is rejected; all materials will
be returned to LRA and reasons for rejection will be added. LRA will communicate with the

application operator, make relevant modification on rejection reasons and reapply.
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6. When the application letter is submitted to legal processing authority delegated by

Trusted Network Service Center, there must be certificate for attest issued onsite by

authority personnel and such attested personnel shall sign on the certificate.

4.1.2 Multiple domain name EV Certificate

1. The application operator for EV Certificate submits application materials to the data

processor of LRA.

For the independent server, the application material shall include the following documents:

» Identity certification of EV certificate applicant:

Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);

Account opening certificate issued by bank (with each page sealed).

»  Original copy of application letter for EV certificate registration (with each page sealed).

» When the EV certificate applicant is enterprise/government authority/institution/social

group, the duplicate copies of identity certificates for manager and operator need to be

submitted.

For the hosted server, the application material shall include the following documents:

» Duplicate copy of Organization Code Certificate or Enterprise Business License for

Enterprise's Legal Person of authorized organization (with each page sealed);

» Identity certification of all certificate applicants:

Provided by enterprise: duplicate copy of Organization Code Certificate or

Enterprise Business License for Enterprise's Legal Person (with each page
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sealed);
B Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);
B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);
B Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);
B Account opening certificate issued by bank (with each page sealed).
»  Original copy of application letter for EV Certificate registration (with each page sealed).
» Duplicate copy of identity certification of operator for authorized organization
» When the EV Certificate applicant is an enterprise/government
authority/institution/social club, the duplicate copy of identity certificate for manager

needs to be submitted.

2. The data processor for LRA carries out primary verification. It obtains, through domain
name registration inquiry (whois) function, the material for domain name register material of
applied EV certificate, check whether the domain name register is identical with the
applicant of EV Certificate and determine whether the EV Certificate register actually owns
such domain name through primary verification.

3. After the primary verification of data processor of LRA is passed, input the above material
through RA system; submit the application and all the paper application material to the RA
reviewer of CNNIC RA. If the primary verification is not passed, or the EV Certificate and
domain name register are not identical, the EV certificate applicant is required to modify the
material of domain name register and then the hosted authority applies for multiple domain
name certificate, or delete domain names that are not in conformity with material in the
multiple domain name certificate.

4. The RA reviewer verifies whether the legal domain name holder is identical with the
certificate holder (whois function is also used), examine whether material is true, make

comparison on the application information in RA system and meanwhile make confirmation
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with the manager and operator by phone.

5. If the confirmation is passed, the RA reviewer will log on RA system, approve the
certificate application and send the first 13 bits of Reference No. and Authorization Code by
email and the last 13 bits by phone to the operator of certificate application. If the
conformation fails to be passed, the EV Certificate renewal is rejected; all materials will be
returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
renewal.

6. When the application letter is submitted to legal processing authority delegated by
Trusted Network Service Center, there must be certificate for attest issued onsite by

authority personnel and such attested personnel shall sign on the certificate.

4.1.3 Methods for application

The managers responsible for the application of EV Certificate must submit an application in
the LRA of CNNIC Trusted Network Service Center designated by CNNIC. CNNIC Trusted
Network Service Center (including RA) does not accept application directly oriented for the
applicant.

The EV Certificate applicant may download the applicant letter or user agreement directly
from the official website of CNNIC. The Certificate Signing Request (CSR) needs to be

directly submitted online.

4.2 Renewal of EV Certificate

Before the expiration of Certificate for EV Certificate holder, the holder needs to obtain a
new EV Certificate so to keep the continuity of certificate use. The holder generates another
new key pair to replace the outdated key pair, which is called “key update’. However, in
some cases, the certificate holder wishes to apply for a certificate for the existing key pair,
which is called “certificate update”.

In the certificate system of CNNIC Trusted Network Service Center, Certificate Signing

Request needs to be regenerated by Certificate holder for EV Certificate renewal.
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Meanwhile, CNNIC Trusted Network Service Center requests certificate users to use the
key pair that differs from the original one for application and the old Certificate Signing
Request shall not be allowed to use (or “key update” is compulsory).

The renewal period of EV Certificate is within three months prior to the expiration of the
current certificate. CNNIC Trusted Service Center will refuse renewal application in other
terms.

After renewal, the new EV Certificate shall be immediately installed after being downloaded.
The extension of renewal terms: expiration period of new certificate=current time+ time

length of newly purchased EV Certificate +time length left for the current EV Certificate.

4.2.1 Single domain name EV Certificate renewal

1. The manager responsible for EV Certificate application submits the application material to
the data processor of LRA:

For the independent server, the application material shall include the following documents:
» Identity certification of EV certificate applicant:

B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

B Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

B Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);

B Account opening certificate issued by bank (with each page sealed).

»  Original copy of application letter for EV certificate registration (with each page sealed).
» When the EV  Certificate  applicant is an  enterprise/government
authority/institution/social club, it also needs to submit duplicate copies of the identity

certification of manager and operator.
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For the hosted server, the application material shall include the following documents:

>

Duplicate copy of Organization Code Certificate or Enterprise Business License for
Enterprise's Legal Person of authorized organization, with each page sealed with
authorized organization
Identity certification of EV Certificate applicant
B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);
B Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);
B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);
B Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);
B Account opening certificate issued by bank (with each page sealed). Original copy
of application letter for EV Certificate renewal (with each page sealed).
Duplicate copy of authorized organization operator.
When the EV  Certificate applicant is an  enterprise/government
authority/institution/social club, it also needs to submit duplicate copies of the identity

certification of manager and operator.

2. The data processor of LRA inputs the above material through RA system and submits the

application.

3. The data processor of LA submits all application material, in a safe manner, to the RA

reviewer of CNNIC RA.

4. The RA reviewer verifies material and makes comparison on the application information

and the original registration information in the domain name certificate, meanwhile confirm

with the operator and manager by phone.

5. If the confirmation is passed, the RA reviewer will log on RA system, approve the

certificate application and send the first 13 bits of Reference No. and Authorization Code by

email and the last 13 bits by phone to the operator of certificate application. If the
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conformation fails to be passed, the EV Certificate renewal is rejected; all materials will be
returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
renewal.

6. The operator for EV Certificate application will generate Certificate Signing Request (CSR)
in the Web Server.

7. The operator for EV Certificate application access CNNIC Certificate downloading page,
submit CSR and input Reference No. and Authorization Code.

8. CNNIC Trusted Network Service Center issues EV Certificate and the operator for EV

Certificate application is responsible for installation.

4.2.2 Multiple domain name EV Certificate renewal

1. The operator for EV certificate application submits the application material to the data
processor of LRA.

For the independent server, the application material shall include the following documents:
» ldentity certification of EV certificate applicant:

B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise’'s Legal Person (with each page
sealed);

B Provided by government authority: duplicate copy of Organization Code
Certificate (with each page sealed);

B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

B Provided by social club: duplicate copy of Organization Code Certificate (with
each page sealed);

B Account opening certificate issued by bank (with each page sealed).

B Original copy of application letter for EV certificate renewal (with each page sealed).
®m When the EV Certificate applicant is an  enterprise/government

authority/institution/social club, it also needs to submit a duplicate copy of the identity
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certification of managers and operators.
For the hosted server, the application material shall include the following documents:
» Duplicate copy of Organization Code Certificate or Enterprise Business License for
Enterprise’'s Legal Person of authorized authority, with each page sealed with
authorized organization
» ldentity certification of EV Certificate applicant
B Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

B Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

B Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

B Account opening certificate issued by bank (with each page sealed). Original copy
of application letter for EV Certificate renewal.

> Duplicate copy of authorized organization operator.

» When the EV Certificate applicant is an  enterprise/government
authority/institution/social club, it also needs to submit a duplicate copy of the identity
certification of managers and operators.

2. The data processor of LRA inputs the above material through RA system and submits the

application.

3. The data processor of LA submits all application material, in a safe manner, to the RA

reviewer of CNNIC RA.

4. The RA reviewer verifies material and makes comparison on the application information

and the original registration information in the domain name certificate, meanwhile confirm

with the operator and manager by phone.

5. If the confirmation is passed, the RA reviewer will log on RA system, approve the

certificate application and send the first 13 bits of Reference No. and Authorization Code by

email and the last 13 bits by phone to the operator of certificate application. If the

conformation fails to be passed, the EV Certificate renewal is rejected; all materials will be
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returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
renewal.

6. The operator for EV Certificate application will generate Certificate Signing Request (CSR)
in the Web Server.

7. The operator for EV Certificate application access CNNIC Certificate downloading page,
submit CSR and input Reference No. and Authorization Code.

8. CNNIC Trusted Network Service Center issues EV Certificate and the operator for EV

Certificate application is responsible for installation.

4.3 Reissuing of EV Certificate

In the EV Certificate system of CNNIC Trusted Network Service Center, Certificate Signing
Request (CSR) is needed for the issuing of EV Certificate. Meanwhile, CNNIC Trusted
Network Service Center requests to use key that differs from the original key for application
and the old certificate request document is not allowed to use.

After the reissuing of new certificate, the original EV Certificate shall be immediately nullified
and the period of validity for new EV Certificate shall be the same with the original

certificate.

4.3.1 Single domain name certificate reissuing

1. The operator for EV Certificate application submits the application material to the data
processor of LRA:
For the independent server, the application material shall include the following documents:
»  Original copy of application letter of EV Certificate reissuing (sealed)
For the trusted server, the application material shall include the following documents:
»  Original copy of application letter of EV Certificate (with each page sealed)
» Duplicate copy of identity certification for operator of authorized organization.
2. The data processor of LRA inputs the above material through RA system and submits

the application.
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3. The data processor of LA submits all application material, in a safe manner, to the RA
reviewer of CNNIC RA.

4. The RA reviewer verifies material and makes comparison on the application information
and the original registration information in the domain name certificate, meanwhile confirm
with the operator and manager by phone.

5. If the confirmation is passed, the RA reviewer will log on RA system, approve the
certificate application and send the first 13 bits of Reference No. and Authorization Code by
email and the last 13 bits by phone to the operator of certificate application. If the
conformation fails to be passed, the EV Certificate reissuing is rejected; all materials will be
returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
reissuing.

6. The operator for EV Certificate application will generate Certificate Signing Request (CSR)
in the Web Server.

7. The operator for EV Certificate application access CNNIC Certificate downloading page,
submit CSR and input Reference No. and Authorization Code.

8. CNNIC Trusted Network Service Center issues EV Certificate and the operator for EV

Certificate application is responsible for installation.

4.3.2 Multiple domain name certificate reissuing

1. The operator for EV Certificate application submits the application material to the data

processor of LRA:

For the independent server, the application material shall include the following documents:

»  Original copy of application letter for EV certificate issuing (with each page sealed)

»  Submit the duplicate copy of valid personal identity certification when the EV Certificate
applicant is a natural person and duplicate copy of identity certification of unit operator
and manager  when the applicant is an enterprise/government
authority/institution/social club.

For the hosted server, the application material shall include the following documents:
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» Original copy of application letter of EV Certificate reissuing (with each page sealed);
» Duplicate copy of identity certification of operator for authorized organization.
2. The data processor of LRA inputs the above material through RA system and submits the
application.
3. The data processor of LRA submits all application material, in a safe manner, to the RA
reviewer of CNNIC RA.
4. The RA reviewer verifies material and makes comparison on the application information
and the original registration information in the domain name certificate, meanwhile confirm
with the manager (if any) by phone.
5. If the confirmation is passed, the RA reviewer will log on RA system, approve the
certificate application and send the first 13 bits of Reference No. and Authorization Code by
email and the last 13 bits by phone to the operator of certificate application. If the
conformation fails to be passed, the EV Certificate reissuing is rejected; all materials will be
returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
reissuing.
6. The operator for EV Certificate application will generate Certificate Signing Request (CSR)
in the Web Server.
7. The operator for EV Certificate application access CNNIC Certificate downloading page,
submit CSR and input Reference No. and Authorization Code.
8. CNNIC Trusted Network Service Center issues EV Certificate and the operator for EV

Certificate application is responsible for installation.

4.4 Alternation of EV Certificate

4.4.1 Alternation of domain name for multiple domain name EV Certificate

The domain name alternation services are provided for multiple domain name EV certificate
and domain names can be added, deleted and modified.
1. The operator for EV Certificate application submits its application material to the data

processor of LRA:
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For the independent server, the application material shall include the following documents:

>

>

Original copy of domain name alternation for EV Certificate (with each page sealed)

Identity certification for certificate applicant

Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

Provided by social club: duplicate copy of Organization Code Certificate (with each
page sealed);

Account opening certificate issued by bank (with each page sealed). Original copy

of application letter for EV Certificate renewal.

When the EV Certificate applicant is an enterprise/government authority/

institution/social club, it also needs to submit a duplicate copy of the identity certification

of managers and operators.

For the hosted server, the application material shall include the following documents:

Original copy of domain name alternation for multiple domain name EV Certificate (with

each page sealed)

Newly added identity certification for domain name certificate applicant.

Provided by enterprise: duplicate copy of Organization Code Certificate or
Enterprise Business License for Enterprise's Legal Person (with each page
sealed);

Provided by government authority: duplicate copy of Organization Code Certificate
(with each page sealed);

Provided by institution: duplicate copy of Organization Code Certificate (with each
page sealed);

Provided by social club: duplicate copy of Organization Code Certificate (with each

page sealed);



CNNIC Trusted Network Service Center EV Certificate Practice Statement

B Account opening certificate issued by bank (with each page sealed). Original copy
of application letter for EV Certificate renewal.
» Original copy of application letter for multiple domain name EV Certificate alternation.
» When the EV Certificate applicant is an enterprise/government authority/
institution/social club, it also needs to submit a duplicate copy of the identity certification
of manager.
2. The data processor of LRA inputs the above material through RA system and submits the
application.
3. The data processor of LA submits all application material, in a safe manner, to the RA
reviewer of CNNIC RA.
4. The RA reviewer verifies material and makes comparison on the application information
and the original registration information in the domain name certificate, meanwhile confirm
with the manager (if any) by phone.
5. If the confirmation is passed, the RA reviewer will log on RA system, approve the
certificate application and send the first 13 bits of Reference No. and Authorization Code by
email and the last 13 bits by phone to the operator of certificate application. If the
conformation fails to be passed, the EV Certificate renewal is rejected; all materials will be
returned to LRA and reasons for rejection will be added. LRA will communicate with the
application operator, make relevant modification on rejection reasons and reapply for
renewal.
6. The operator for EV Certificate application will generate Certificate Signing Request (CSR)
in the Web Server.
7. The operator for EV Certificate application access CNNIC Certificate downloading page,
submit CSR and input Reference No. and Authorization Code.
8. CNNIC Trusted Network Service Center issues EV Certificate and the operator for EV
Certificate application is responsible for installation.
* Note: After the alternation of domain name, the original EV Certificate must be immediately
nullified. After new EV Certificate is downloaded, it must be immediately installed and the

period of validity for EV Certificate shall be the same with the original certificate.
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4.5 Audit of EV Certificate

Where the EV Certificate applied by user is more than one year old, annual inspection
needs to be made and the specific operations shall be the same with the submitted material

in its application.

4.6 EV Certificate Verification Process

CNNIC Trusted Network Service Center completely conforms to EV guideline and makes
strict verification on the information contained in the certificate before its issuance of EV

Certificate. The major verification process and measures are as follows:

4.6.1 Verification on legal existence and identity of applicant

1) Verification requirements

EV Certificate shall be oriented for enterprise, institution and organizational club, etc.

instead of individual.

B |t must ensure the existence of the applicant;

B The entity name and EV Certificate applicant name shall be identical

B Registration No. allocated by governing region for establishment or registration or date
of establishment if Registration No. is not available.

B |dentity and address of Registration Authority

2) Verification methods

®  \Verification on application unit entity

The applicant needs to submit the following material:

Enterprise legal person: duplicate copy of Organization Code Certificate or Enterprise
Business License for Enterprise's Legal Person;

Institution: duplicate copy of Organization Code Certificate;

Government authority: duplicate copy of Organization Code Certificate;
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Social club: duplicate copy of Organization Code Certificate.
The reviewer of CNNIC Trusted Network Service Center will make comparison between the
basic information as contained in the identity certification document provided by the
applicant (including company name, form of construction, Registration No., legal person,
registered capital, data of establishment, annual inspection) and basic information of the
applicant provided by the third party so to confirm whether the identity certification
documents of such applicant is true.

® Verification on major individual

1) Face-to-face verification: The filling and signature of Application Letter of CNNIC EV
Certificate in the User Agreement must be verified face to face by the personnel of registrar
of CNNIC Trusted Network Service Center. In addition, the registrar of CNNIC Trusted
Network Service Center also needs to collect materials, including identity certification of
operator and manager, two copies of written certification and other application materials
according to need.
2) One of the two copies of written certification shall be from financial institution such as:

B Valid credit card

B Valid debit card

B Bank statement within six months from financial institution

B Mortgage statement within six months from recognized borrower

B Duplicate copy of account opening certificate issued by bank

Other documents include:

€ Fixed telephone bill

€ Birth Certificate

€ Tax bill from local authority in the current year

3) The identity certificates of manager and operator provided by the applicant; the reviewer of
CNNIC Trusted Network Service Center will make verification through the identity access

platform of Ministry of Public Security of the People’s Republic of China.
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4.6.2 Pseudonym or false name of applicant

The applicant shall not use pseudonym or false name to apply for certificate and in the

certificate.

4.6.3 Verification on physical operation address and contact telephone

In order to verify the physical existence of the application unit, CNNIC Trusted Network
Service Center must ensure that the physical address provided by the applicant is the
business address of the application unit or its subsidiary or parent company and the telephone
number provided by the applicant shall be the one of business address.

The reviewer of CNNIC Trusted Network Service Center will carry out certification on physical
operation address and telephone through telecommunication operation website or by way of

telephone and email.

4.6.4 Verification on existence of applicant operation

If the period for the establishment of application unit is not more than three years, CNNIC

Trusted Network Service Center must confirm its business ability.

4 CNNIC Trusted Network Service Center will directly obtain certification documents from
financial institution and has confirmed that the applicant holds demand deposit in such
institution; or

4 The application unit needs to submit the Attorney Opinion Letter or Accounting Letter with

demand deposit in the financial institution.

4.6.5 Verification on domain names of applicant

In order to verify that the applicant has the sole right to manage the listed domain names,
CNNIC Trusted Network Service Center checks whether the domain name owner and the
application unit are identical through WHOIS inquiry.

If the domain name owner and the application unit are not identical, the applicant needs to

add:
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€ Authorization and identity certification of domain name holder or seal the authorized unit;

€ Relevant description material and registration contract of domain name.

4.6.6 Verification on name, title and authority of manager and operator

The EV Certificate application of CNNIC Trusted Network Service Center has the following
roles:
® Operator: The one who trusts server shall be the employee o authorized organization and
the independent host shall be the employee of application unit.
® Manager: The manager of legal entity shall be the authorized delegate of legal
representative and the manager of non-legal entity shall be the responsible person or its
authorized delegate. Such person shall be the direct manager of operator.
@ Contract signer: operator and manager.

€ The reviewer of CNNIC Trusted Network Service Center will make official verification

on the identity cards of manager and operator;
€ In addition, the reviewer will make confirmation, by phone, on the information like title
with manager, operator, workers of reception desk (telephone exchange) or personnel

from Human Resources or other staff members.

4.6.7 Verification on certificate request and user agreement

The EV Certificate request of EV Trusted Network Service Center includes application letter
and final user agreement, which needs to be signed by manager and operator. The reviewer
of CNNIC Trusted Network Service Center will make confirmation by phone with manager and

operator.

4.6.8 Other verification requirements

4.6.8.1 High-risk applicant

CNNIC Trusted Network Service Center will regular pay attention to and collect the list of

Phishing Sites and make reference to the list of Phishing sites published by Anti-Phishing
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Working Group (APWG) and Anti-Phishing Alliance of China (APAC). It will control or reject

strictly and carefully on the application of such website.

4.6.8.2 Rejected issuance list and other blacklists

For any organization or individual who is forbidden to pursue commercial activities by national
or local governments, CNNIC Trusted Network Service Center will also forbid issuing EV

Certificate to such users.

4.7 Termination of EV Certificate

CNNIC Trusted Network Service Center shall have the right to terminate its issued EV domain
name certificate in case of the following conditions:

1. False information exists in the material provided when EV Certificate holder applies for
domain name certificate after later examination;

2. The EV Certificate holder fails to fulfill the obligations as agreed in the Certificate Holder
Agreement;

3. The EV Certificate holder requests the termination of domain name certificate;

4. The main body of EV Certificate holder dies out;

5. The EV Certificate holder alters the usage of domain name certificate;

6. Security damage on certificate key is found;

7. Other conditions as provided by law or regulation.

4.7.1 Procedures for termination request

When CNNIC Trusted Network Service Center has enough reason to believe the need to
terminate EV Certificate, the relevant personnel of CNNIC Trusted Network Service Center
CA or RA may submit its request for the termination of EV Certificate through inner determined
procedures. Upon the termination of EV Certificate, CNNIC Trusted Network Service Center
will notify the EV Certificate holder about reasons for having been terminated or being
terminated in an appropriate way including email and fax, etc.

The EV Certificate holder may also request to terminate its EV Certificate through terminate
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procedures. When the EV Certificate holder submits its request for termination, it also needs
to provide materials in the provision of certificate application as the information for identity

certification.

4.7.2 Certificate issue report and relevant mechanism

CNNIC has 7*24 hours certificate issue report and reception mechanism and may make
investigation and determination on the certificate that has received report whether to cancel or
adopt other proper actions within 24 hours after receiving the report. It mainly includes the
process of recognition on the information below:

1. Recognition on nature of issue;

2. Investigation on issue reporting times;

3. Verification on the identity of reporter;

4. Conformity with relevant laws and regulations.

4.7.3 Duration for processing of termination request

The processing mechanism of 24*7 hours is available for the termination request of CNNIC
Trusted Network Service Center Registration Authority (RA). It adopts the way of phone or

email and will immediately deal with the process after receiving request for termination.

4.7.4 Termination of Single domain EV Certificate

1. The EV Certificate holder submits the paper request material for termination to the data
processor of LRA.
For independent server, the application material shall include:
> Original copy of application letter for certificate termination (with each page sealed).
» Submit the duplicate copy of valid personal identity certification when the EV
Certificate applicant is a natural person and duplicate copy of identity certification of
unit operator and manager when the applicant is an enterprise/government
authority/institution/social club.

For the hosted server, the application material shall include:
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» Original copy of application letter for termination of EV Certificate (with each page
sealed)

» Duplicate copy of identity certification for authorized organization operator.
2. The data processor of LRA inputs the above material through RA system and submits the
application.
3. The data processor of LA submits all application material, in a safe manner, to the RA
reviewer of CNNIC RA.
4. The RA reviewer verifies material and makes comparison on the application information
and the original registration information in the domain name certificate, meanwhile confirm
with the manager (if any) by phone.
5. If the confirmation is passed, the RA reviewer will directly terminate such domain name
certificate. If the conformation fails to be passed, the EV Certificate termination is rejected,;
all materials will be returned to LRA and reasons for rejection will be added. LRA will
communicate with the application operator, make relevant modification on rejection reasons

and reapply for termination.

4.7.5 Termination of multiple domain name EV Certificate

1. The EV Certificate holder submits the paper request material for termination to the data
processor of LRA.
For independent server, the application material shall include:
» Original copy of application letter for certificate termination (with each page sealed).
» Submit the duplicate copy of valid personal identity certification when the EV
Certificate applicant is a natural person and duplicate copy of identity certification of
unit operator and manager when the applicant is an enterprise/government
authority/institution/social club.
For the trusted server, the application material shall include:
» Original copy of application letter for termination of EV Certificate (with each page
sealed)

» Duplicate copy of identity certification for authorized organization operator.
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2. The data processor of LRA inputs the above material through RA system and submits the
application.

3. The data processor of LA submits all application material, in a safe manner, to the RA
reviewer of CNNIC RA.

4. The RA reviewer verifies material and makes comparison on the application information
and the original registration information in the domain name certificate, meanwhile confirm
with the manager (if any) by phone.

5. If the confirmation is passed, the RA reviewer will directly terminate such domain name
certificate. If the conformation fails to be passed, the EV Certificate termination is rejected;
all materials will be returned to LRA and reasons for rejection will be added. LRA will
communicate with the application operator, make relevant modification on rejection reasons
and reapply for termination.

CNNIC Trusted Network Service Center will publish the termination status into the

Certificate Revocation List, or terminate the usage effect of such EV Certificate.

4.8 Issuance and acceptation of EV Certificate

4.8.1 Issuance of single domain name EV Certificate

1. The operator for EV Certificate Application generates Certificate Signing Request in the
Web server;

2. The operator of EV Certificate accesses the downloading page of CNNIC Certificate;
submit CSR and input Reference No. and Authorization Code.

3. The system of CNNIC Trusted Network Service Center automatically checks the integrity
of CSR.

4. CNNIC Trusted Network Service Center issues EV Certificate and the operator for
certificate application downloads and installs it.

5. The completion for EV Certificate issuance of CNNIC Trusted Network Service Center

indicates that the applicant has accepted the services provided by the Center.
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4.8.2 Issuance of multiple domain name EV Certificate

1. The operator for EV Certificate Application generates Certificate Signing Request in the
Web server;

2. The operator of EV Certificate accesses the downloading page of CNNIC Certificate;
submit CSR and input Reference No. and Authorization Code.

3. The system of CNNIC Trusted Network Service Center automatically checks the integrity
of CSR.

4. CNNIC Trusted Network Service Center issues EV Certificate and the operator for
certificate application downloads and installs it.

5. The completion for EV Certificate issuance of CNNIC Trusted Network Service Center

indicates that the applicant has accepted the services provided by the Center.

4.8.3 Certificate Issuance

The certificate issued by CNNIC Trusted Network Service Center is not stored in the storage
pool for issuance; however, we can inquiry the registration information for EV Certificate

through the website of CNNIC Trusted Network Service Center.

4.8.4 Forms of publication for terminated information

As for the terminated information in EV Certificate, except HTTP service provides CRL

inquiry, CNNIC Trusted Service Center also provides OCSP inquiry.

4.9 Audit

After CNNIC Trusted Network Service Center has completed all verification and issuance of
EV Certificate, the reviewer will make regular examination on all procedures and the
examination results will be recorded. Meanwhile, it will accept the regular audit work of audit

authority formulated by CICA/AICPA.
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5. Provisions about certificate issuance

This chapter mainly deals with the relevant legal requirements digital certificate of CNNIC

Trusted Network Service Center.

5.1 Duties and Obligations of CNNIC Trusted Network Service Center

In accordance with regulations, CNNIC Trusted Network Service Center is a recognized
certification authority, who issues, terminates certificate and makes use of open storage
pool to issue Certificate Revocation List, etc. In accordance with this EV CPS, the
Certification Authority of CNNIC Trusted Network Service Center has the following
obligations:

b) Abide by this EV CPS, inner procedure, other relevant regulations and procedures;

c) Abide by local laws and regulations;

d) Receive the request of Registration Authority and timely issue EV certificate;

e) Ensure system security, including key generation and protection, etc.

f) Terminate certificate and issue timely EV Certificate Revocation List (EV CRL);

g) Issue notice immediately in case of key disclosure;

h) Strictly verify the request for EV certificate application;

i) Provide services for operations of EV certificate renewal, annual inspection and update,

etc.

5.2 Exemption of responsibility for CNNIC Trusted Network Service Center

CNNIC Trusted Network Service Center will adopt proper technical and management
measures, exercise its rights on all EV certificate holders and relying parties and fulfill its
obligations. CNNIC Trusted Network Service Center does not guarantee the services
provided in accordance with this EV CPS are uninterrupted or infallible.

That is to say, although CNNIC Trusted Network Service Center or RA on behalf of the
Center adopts appropriate technical and management measures in accordance with rights

and obligations to be exercised by EV CPS, if the certificate holder or relying party suffers
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from debt, injury or damage of any nature from public key infrastructure or related, all EV
certificate holders promise that CNNIC Trusted Network Service Center and RA will not
compensate for any responsibility, loss or damage.

On the premise that CNNIC Trusted Network Service Center or RA on behalf of the Center
has adopted appropriate technical and management measures, if the EV Certificate holder
suffers from loss or injury due to trusting false or fake digital signature supported by EV
Certificate, issued by CNNIC Trusted Network Service Center, of another EV Certificate
holder, CNNIC Trusted Network Service Center or RA on behalf of it shall not be liable.

On the premise that CNNIC Trusted Network Service Center has adopted reasonable
technical or management methods to prevent or ease the consequence of uncontrolled
events, if EV Certificate holder suffers from serious impact due to the fact that CNNIC
Trusted Service Center fails to control, CNNIC Trusted Network Service Center shall not be
liable.

The situations beyond the control of CNNIC Trusted Network Service Center include but not
limited to the unavailability of internet, telecommunications and other infrastructures, or
natural disaster, war, military action, national emergency, disease, fire, flood, earthquake,
strike, riot or omission or intentional behavior of other certificate holders or other third

parties.

5.3 Duties and obligations of certificate holder

The certificate holder shall:

a) Complete application procedures appropriately and sign or confirm certificate holder
agreement in the appropriate table; Fulfill obligations to be carried out in accordance with
such agreement and ensure the accuracy of statement made in the application certificate;
b) Abide by procedures about completing certificate that are described in this EV CPS;

¢) Promise to protect the confidentiality and completeness of private key of its certificate so
to prevent loss, disclosure and utilization without authorization by proper prevention
measures;

d) Report to CNNIC Trusted Network Service Center, if the private key of its EV certificate is
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lost or disclosed, about such loss or disclosure;

e) Give a notice timely to CNNIC Trusted Network Service Center about any change of EV
certificate holder materials;

f) Report to CNNIC Trusted Network Service Center if EV certificate needs to be terminated
in case of Section 4.5.2, this EV CPS;

g) Make guarantee on CNNIC Trusted Network Service Center and show to all certificate
relying parties that the facts described in the Section 5.5 below are true within the terms of
certificate;

h) EV certificate shall not be used for exchange where it is well-known that CNNIC trusted
Network Service Center may terminate EV certificate under this EV CPS, or EV certificate
holder puts up with application for termination, or CNNIC Trusted Network Service Center
proposes to terminate EV certificate under this EV CPS and notify the EV certificate holder;
i) Give a notice to the EV certificate relying party pursuing any exchange to be finished and
explicitly explain that the EV certificate for exchange needs to be terminated (applied by
CNNIC Trusted Network Service Center or EV certificate holder) and EV certificate relying
party shall not trust such certificate in the exchange, where it is well-known that CNNIC
trusted Network Service Center may terminate EV certificate under this EV CPS, or EV
certificate holder puts up with application for termination, or CNNIC Trusted Network Service
Center proposes to terminate EV certificate under this EV CPS and notify the EV certificate
holder;

j) The use of EV certificate only limits to legal purposes and conformity with the relevant EV
certificate policy and this EV CPS (or other published commercial matters). If the register
has enough reason to believe that the correspondent private key and public key used by EV
certificate have the risk of disclosure, report in time to CNNIC Trusted Network Service
Center for the termination of EV certificate;

k) The EV certificate holder admits that if it fails to fulfill its obligations under the above
clauses, it shall compensate for the damage or loss potentially caused to CNNIC Trusted

Network Service Center or other relying parties.
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5.4 Promise of certificate holder

The applicant shall sign or decide to accept an agreement (under the provisions of this EV

CPS), wherein one article is recorded. The applicant promise under such article that once

the applicant has accepted the certificate that is issued under this EV CPS, it means that it

has made promise to CNNIC Trusted Network Service Center and statement on all other

relevant personnel (especially relying parties) within the terms of certificate and the above

facts will be kept true:

*

None except EV certificate holder and its authorized persons has used the private
key of EV certificate holder;

Each digital signature generated by using the private key of certificate holder that
relates to public key, contained in EV certificate of holder is actually the one of
certificate holder;

All materials contained in EV certificate and all statements made by certificate holder
are true;

EV certificate will only used for legal purposes in conformity with this EV CPS
recognition;

All materials provided in the process of EV certificate application will not infringe on
the trademark, service sign, business number, company name or any intellectual

property of any third party.

5.5 Duties and obligations of Registration Authority (RA), CNNIC Trusted Network

Service Center

The RA system is responsible for the application and approval of EV certificate applicant

and EV certificate management as well as transmission of EV certification application

information to Certification Authority. RA shall fulfill the following obligations:

® Verify the accuracy and truth of information submitted by the applicant under this EV

CPS; make the passed EV certificate application valid and transmit it to Certification

Authority (RA). The EV certificate application includes certification registration,
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reissuing, renewal, termination and multiple domain name modification, etc.
® Give a notice to the applicant about the approved or rejected EV certificate application
® Give a notice to EV certificate holder about the terminated EV certificate
There is only one registration authority in CNNIC Trusted Network Service Center, which is
located in CNNIC.
CNNIC Trusted Network Service Center confirms the identity of LRA and authorizes LRA to
perform the collection of materials registered by the certificate applicant. LRA has the
obligations to collect the relevant information and make primary verification on the accuracy
of such information when the certificate applicant performs certificate registration, reissuing,

renewal, termination and multiple domain name modification.

5.6 Duties and obligations of relying party

The EV certificate relying party that trusts CNNIC Trusted Network Service Center shall:

® Trust the certificate only after EV certificate relying party has considered all factors
and confirmed the actual rationality of the trusted certificate;

® Determine that the use of EV certificate is appropriate for the purposes under this EV
CPS, or only EV certificate trusting CNNIC Trusted Network Service Center can be
used for domain name certificate before trusting such EV certificate;

® \Verify the certificate status on the EV Certificate Revocation List before trusting EV
certificate;

® Execute all proper EV certificate route verification procedures;

® Indicate promise to accept the provisions of duty limitations regulated by this CPS.

5.7 Duties and obligations of repository, CNNIC Trusted Network Service Center

There is one repository in CNNIC Trusted Network Service Center, which includes EV
Certificate Revocation List issued by the latest root and intermediate root, root certificate
and intermediate root certificate of CNNIC Trusted Network Service Center, this EV CPS
and one copy of CNNIC Trusted Network Service Center EV Certificate Policy and other

relevant materials. The repository of CNNIC Trusted Network Service Center can be
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accessed through the following URL.:
http://www.cnnic.cn/index/0T/index.htm
The repository of CNNIC Trusted Network Service Center shall publish in time EV

Certificate Revocation List and other information according to its formulated policy.

5.8 Notice to certificate duty limitation

CNNIC Trusted Network Service Center has given the following notice to certificate duty
limitation on the issuance of certificate:
“The employees of CNNIC Trusted Network Service Center shall issue this EV certificate
under the clauses as provided in EV Certificate Practice Statement that is issued by CNNIC
Trusted Network Service Center, under the condition appropriate to this EV certificate and in
accordance with relevant provisions”.
Therefore, any person shall read EV Certificate Practice Statement that is appropriate for

EV certificate before it trusts this EV certificate (http://www.cnnic.cn/index/0T/index.htm).

The laws of the People’s Republic of China shall be applicable to this EV certificate. The
relying party shall admit that any dispute or issue caused by trusting this EV certificate shall
be governed by the laws of the People’s Republic of China.

If the relying party does not accept the terms and conditions for issuance of EV certificate, it
shall not trust this EV certificate.

CNNIC Trusted Network Service Center issues this EV Certificate but does not need to
carry on any responsibility or occupational duty.

The relying party shall ensure the trust action is fair and rational, without malice before it
trusts this EV Certificate.

It shall ensure that the use of EV Certificate is actually proper for the purposes under EV
CPS before it trusts this EV Certificate.

It shall check the status of this EV Certificate according to EV Certificate Revocation List
and fulfill all proper route verification procedures of EV Certificate before it trusts this EV
Certificate.

Although CNNIC Trusted Network Service Center has adopted reasonable technical and
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management measure, if this EV Certificate is still inaccurate or misleading in any aspect,
CNNIC Trusted Network Service Center shall not compensate for any loss or injury caused
to the relying party.

If this EV Certificate is inaccurate or misleading in any aspect, while such inaccuracy and
misleading is caused by the omission of CNNIC Trusted Network Service Center, CNNIC
Trusted Network Service Center shall pay each relying party at most ten times of the
purchase price of EV Certificate according to the testified loss caused by reasonably
trusting inaccurate or misleading matters in this EV Certificate, except that such loss does
not belong to and exclude: (1) any direct or indirect loss, including loss of profit or income,
loss or injury of fame or commercial fame, business opportunity or chance, loss of item, loss
or failure to use any data, device or software, etc.; (2) any indirect, correspondent and
accidental loss or injury. Under such conditions, the trusted amount of EV Certificate shall
be ten times of purchase price of EV Certificate in accordance with regulations.

If EV Certificate holder or relying party puts up with request on compensation to CNNIC, the
reasons for such compensation shall relate to the issuance and termination of Certificate
and they shall be raised within a half year (or earlier) since the certificate holder or relying
party has been or should be aware of such matter. After the termination of the term for a half
year, such request for compensation shall be abandoned and absolutely forbidden.

If this EV Certificate contains any intentional or reckless false statement made by CNNIC
Trusted Network Service Center, this EV Certificate will not make any limitation to its legal
responsibilities on the relying party who suffers from loss due to false statement in
reasonably trusting this EV Certificate.

The legal responsibility limitations in this document shall not apply to the situations of

personal injury or death (rarely occurring).

5.9 CNNIC Trusted Network Service Center’s Responsibility on EV Certificate with

fault

If EV Certificate holder finds that the private or public key in the Certificate has faults, which

causes the fact that it is unable to properly complete or almost impossible to complete the



CNNIC Trusted Network Service Center EV Certificate Practice Statement

exchange based on public key infrastructure upon its reception of EV Certificate, the
Certificate holder shall immediately report such conditions to CNNIC Trusted Network
Service Center s to terminate the EV Certificate and reissue a new one. Or if such
conditions are found within three months of accepting EV Certificate and the certificate
holder does not need EV Certificate, the holder may apply for refunding with the promise of
CNNIC. If the EV Certificate holder reports to CNNIC about such faults after three months of

accepting EV Certificate, the fees paid by it shall not be refunded.

5.10 Issuance of Certificate Revocation List

CNNIC Trusted Network Service Center shall preserve the right to issue Certificate

Revocation List (CRL).

5.11 Information issuance

Important information will be updated gradually. Version No. and date of issuance shall be

indicated in such update.

5.12 Information accuracy

The storage pool of CNNIC Trusted Network Service Center will keep 7*24 hours open in
additional to at most four hours’ regular and emergency maintenance so to ensure the

accuracy and timeliness of its information.

5.13 Insurance plan

Once CNNIC Trusted Network Service Center violates EV Certificate Holder Agreement or
any occupational duty, which causes injury or damage to EV Certificate holder or relying
party, the legal responsibilities of CNNIC Trusted Network Service Center for any certificate
holder or relying party only limits to the fact that each trusted certificate shall not exceed ten
times of purchase price for EV Certificate.

If EV Certificate holder or relying party puts up with the request for compensation and the

reasons for compensation have relation to the issuance and termination of EV Certificate,
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such request shall be put up with within half a year (or earlier) prior to the certificate holder
or relying party have been aware of such matter. After the termination of the term for a half
year, such request for compensation shall be abandoned and absolutely forbidden.

Any responsibility due to deception or intentionally improper activities shall not be listed
within the scope of this EV CPS, Certificate Holder Agreement, or EV Certificate issued by

CNNIC Trusted Network Service Center or exceptions.

5.14 Provision collision

If collision exists between this EV CPS and Certificate Holder Agreement or other rules,
directions and agreement, the certificate holder, relying party and CNNIC Trusted Network
Center shall be bind by provisions of this EV CPS, unless these provisions are forbidden by

law.

5.15 CNNIC Network Service Center’s Right to interpret

All materials in the Certificate issued under EV CPS shall be owned by CNNIC Trusted
Network Service Center, including entity right, copyright and intellectual property in the

relevant materials of this EV CPS,

5.16 Governing laws

This EV CPS shall be governed by the laws of the People’s Republic of China.

5.17 Legal authorities

If the dispute arising between parties can not be friendly resolved through consultation, it
shall be submitted to China International Economic and Trade Arbitration Commission for
arbitration. The decision to arbitration shall be final and binding to parties. The arbitration

process shall be recorded in Chinese and be executed by courts with governing authority.
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5.18 Severability

If any clause in this EV CPS is declared to be illegal, non-executable or invalid, any illegal
statement thereof shall be deleted until such clauses become legal or executable and the
original meaning of such clauses shall be kept. The non-executable nature of any clause in
this EV CPS shall not injury the enforceability of other clauses.

CNNIC Trusted Network Service Center separates or combines the change of its operation
range, manage and operation situations. Under such conditions, it will need to modify this
EV CPS. The change of business activities shall be identical with the modification of EV

CPS.

5.19 Fees

The registration, renewal, reissuing and domain name modification of multiple domain name
certificate are charged and the cost depends on the regulations of market and

administrative departments.

5.20 Refunding

CNNIC Trusted Network Service Center will not refund any trusted EV server certificate fees

upon the issuance of certificate.



