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—\  RTF keytool
1. keytool &4

keytool &M THEHEYIMIERW LR, AP MEHRRERACHA/
FAPIXS DA A SR HIIE S o keytool Ry & BAMIIE T34 47 8] — 4> keystore (JKS) 2%
RIBI ST, B SE F— RS R P8
2. keytool P Kk %3t

158 % Oracle Rk :

http://www.oracle.com/technetwork/java/javase/downloads/

T# java & (JDK). JDK HEINZEEH keytool. Z5Eli)E, iH

Ml E RS HEL B JAVA_HOME, $38] JDK &4 8
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= AEETSE RO CSR
W #iff JAVA_HOME\bin 8{#% JRE_HOME \bin H {#7E T PATH 45
HBE AR 48X B AR A keytool fin4 o ELIZAE ] keytool GREUETH IR ICHF

i ZL AP IR

1. ApRAhH

oM keytool -genkey -alias [alias_name] -keyalg RSA -keysize
2048 -keystore [keystore namel]
E: ([N TERNSE
® alias_name: FRIEFHMN K, 78 keystore i, O HIA /RPN B
AHFEE %, FERSEBFARY SRS, mecils, -
keytool -list - keystore [keystore_name|fr &
® keystore_name: FIRIEHEHERMH, ¥ IEHA—BHN keystore
ok jks
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(B default - SSNSecwreShell =I0ix]
|| He Edt wew Wndow Heb _ _
B GH S R NSO % SN

[| £ cuick connect (3 Profies

[root@catest CII&’ keytool -gerkey -alias [alias_name] -keyalg RSA -keysize 20M8 -keystore [keystore_name] =]
WA keystore
BUIHAWE
ﬁﬂ"]5$5!'$lﬁiﬁ¢~9
[Unberisam] e . EFMLE. BT
ERAE R Eﬂ"ﬁ""‘ 7
[nderiownds BB B2>
TR ERRALT
[Underown ] o E /R B
*Pﬁrﬂﬁﬁﬁ&ﬂ%hﬂ:ﬁﬁ"
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LT (2 AT
[Unkeriownils  CH
EH[wl; cnnac. on, OU="<HETERRY", ="¢0W/RE S, L=Beijing, 5T=Beijing, C=CN [EARIELT

¥
;AL [:11[a;ﬂ:nu-e] BEED

o keystore THEE. EEE) .
[root@catest cal®

& & i
..—.-EF.H

_

Connacted Lo M BSH? - weslZh-che - hawendS - 1030 [ (][ | [ow

BR—  BIEEFAEA

RGN keystore HH%, QAN B AG ELHE ] 4 ) B AR
changeit. A AFRE—HIMER, H—EREFZEN.

RAERRHN ‘BB FEER?”, NSRG4, A
B E ARG, filhn: WRGFEA www.cnnic.cn HIEIAE I B
S N www.cnnic.cn i AR\ cnnic.cn. QR AETFE R B4 IET, WA
BRI WIER, BERAA 7, : *.connic.en; WRHESWAIET, N
H\ 223848 TSR — A A BT

RTHLANAFR HHBFR BRI Fresd 6 A E R 455 (hh E5

CN, HAtiEFKE L), BRERSGSSMIE CN S, HAREEH LRI B
3o Bfa, REERMNTEN, WTAEEMZE, FEEHRFES keystore

EW—E.
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2. Bl CSREFH R

2 #3: keytool -certreq -alias [alias_name] -file [csr_name]
-keystore [keystore_name]
HE: ([N R TEMANNSE
® alias_name: FRIFHHIHHA
® csr_name: FRIEBIHRIMAHLAIR, PIRE—BA csr
® keystore_name: FoRIEFHIEHAE MY, ¥ RA—BN keystore
Bk jks

i L A2 i keystore AR, BATHEDLANT BB -

- defuult - S5H Secure Shell =18 x|
|| B Edt View Window el

@ @R 83 RRd M4 20 % en
|| &) Quick connect (1 Profies

[root@catest_cal? keytool =certreq =alias [alias name] =file [csr_name] =keystore [keystore_name] ;I
weyet orad Ty

[root@eatest cald

Casmnciad to N BSI2 - waslZ8-che - bancmadS - 11220 | ] e

FR "  Hp csr Xtk

ARG R NE— P IRPIEE I keystore %1
AR est SR SCAS A, BT DAGE B TE A SR A T LT T NI A A 5
FIETE Rk, WTFEATR:
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B M= E3
IHE REQ SXQ &Y EHE
~=--BEGIN NEW CERTIFICATE REQUEST---~~ ;]

MIICuzCCAAcCAQAwe JELMAKGATUEBhMCQB4XDZANBGNUBBETE jEWMDESMDEOMAUGA TUECBMFY25u
alMxD jAMBgNUBACTBWNUbRL jMQ4uwDAYDUQQKEWY jbnSpYZEOMAWEA TUECKNF Y25ualiixG jAYBgNU
BAMTEXNoeWQyMDQALnNubml jLANUMI IBI jANBgKqhkiGIWABAQEFAROCAQSAMI IBCOKCAQERL tdr
FCFUDXriHplgraRelMykbXAKKr2asSX/3J489WIsF Iyd6o7x0kbZHe YO O+hRULL jnFEOhUUJI2y 06 jx
2YUDZC+BUZqFROEVUNPSC/Qux3n7p+GRF2ENMIPFpBACREZSES17tAQFUGKARACT+DYtnBnP2Znitik
1ENaH4pBi0sHQQqOB8oXaxnaKa0STushuHd jtBMZATXhZUVugtuNxdFyQ6JqtxwBQoAZuqUEXNIEN9/
YET7LE33KaxEr jx/vRTUxUqneT3JHSS47 jDBLZAudBuzAl6dXKLEInCcKiFySpUnNaXAte7ylx9lq
KUNLcpQi6H2upze7aR06JipNulh+nQgnhQIDAQGABOAAWDQYIK0Z 1hucNAQEFBOADgYEBAAXQLEGFO
RCD+EHB1rcD10pydCBunnln3Ss2bpllfiq8i7bEZKulueYdwqDge2nqU9H1ECSbuAUS9Qe2U0p1D
iShTnUQdzuNAbCBZJS5+ FubuqSFIGLY ONSWI+GTHHIRUKJIXANSRJIOU6XuS6rB j682uikRiIUOX90
jiibwK9RI3XLLUNGMpycecJ2h+8iDut Iru01rpQ jqdpSCK7 BGYIKZarnWHqq6GpLZ9T9 jTYe TSyl
cx9CaKrWn1k80897Pw7 JUQHDDwgKANLAZNYGC+8hrIn7PCIHKZCUXUw+eaHpXX+bSp258 BqMuNaL
n3qrotSERTIrFXSNLW/rZ14+c4MHHX 0=

----- END NEW CERTIFICATE REQUEST-~---

B&E= =HF csr X
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2. TRIESH

%3 CNNIC B, #EAN CNNIC 55 asik43 T80 5 :

http://www.cnnic.net.cn/jczyfw/fwqzs /fwqzsxzzx/

AL R BEREE N BB R, AR B TR

FEEBEMZESH.O 7117
http://www.cnnic.cn/


http://www.cnnic.net.cn/jczyfw/fwqzs/fwqzsxzzx/

CNNIC fR553EHECETERE —- Resin3

[ 1
B BT CSRE R
HES
R
IR T-OsRar P
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MITEGzCCAwOgqAwIBAgIQENCE znw B W35 3sUEAeD ANEgqkaghkiGOwOELAQUF AD Ay MOswCO¥ DV Q05
EwJibjECMAwGAITEChMFYZ SuaWlxEz ARBGNVEANT Creuborn 1§ IHTwvh 3 QuHheNMTAx M AS D k=OTAw
TheNHTEXM]ASMDkeOTAWW I BhMOswl QY DVOOGEwIDTJENHASGAI UECE4ETxdOr DENMASGLITEEX4E
e UxAOrDEOMAWGAITECHNF Y2 SuallM=xD j AMBgVEAS TEWN ubn 1 JHROwEg Y DVQODEWE c S5 bS5 p¥vys ]
bICCASIwDOYIKo ZIhveNAQEBBQADgEFADCCADOCyEBALERKp TrowgDx W/ uSiVSZAXRUSLer 9 lghe
HIvONgo645JComQe vXHAXEnPEMuAE TalRM20ypsSDF Ex N2 Th4Bul v MO AHT 1CKERDBD 3V0aguoaZ RE
06xD+1Z30FuLUePRgYEL/ JHGSKO ISk+sukvEULHC I 7= laPx TgEPes/ vHAgqe 152 R/ HALOAX 9o0C94a
CEeZVOE/ eQUFuhZAleIMr DBz S0fKS0vKe ARG ZiWCeC L 1YGEWERhikn0 i0IWYS+EIF IpshEWUlonk
V/o0wsUp/ mndwr 1Th9ZNyXf 1BEAS6nMaFHIxMrN IO/ /roz6hwbhI7GATOX lpa9niUnHZ I3 T2 3nradu -

bR SHIEREFHE PR HMHEPRIAEIEN » FRNABIE D o (BTN bR & a8 HE051RAE0HE T

#7F

BRSNS ABGES

TR 15 DU SRR SCAHEHH B I AP DU R, ORI 21— A SOR SO R A7, A
AT EIEICH AT, Phocer BIaS. MU EZ AR, AZ T
— %4 WebCert.cer HIXXfF, %R HRRIES - 15 28R 7% 301,

IR BT, BABAEATIE TR R, R TR 2 AT M B0 7 2
3. RTUET R RFe

M CNNIC FRAFHUEHAE XA X.509 #8e 2Rk 3P R4 BUA cer
Bk crt J5, AI7E windows HOGHITHEBRIEB M RELR . BEnEERUTE
i :
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[E A aians HE e01zEEs HesH 10:16: 14
=Eucaa=rt 2015FES H23H 1001614

ﬁﬁﬁﬁ@y.ﬂﬁﬂﬁiﬁmyj

wWE |

Bkt H Uik

X509 ##% AU A A windows $24E B EES i #/E TR DS AN UT

P i A A% oK -

® BASE64 %ifid#s: M XML+l AR S AT IT

® DER #fgtga: Zkhlig

e LR, midi TR > “ERIEBSCE 5, BT DR R s
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Sl L
IR ke v rf g

IEERERRET:

f TER SRR S0 CRR Base6d fRiBiETLIEH

{" BazeRd #HED ¥ 509 (CER) (5)
O IEMBIEEGE - s W ERCrR 0 ERE
[T I0EElEe » EETRIE R EEE IR ES (L)
A {527 EL — PEES #12 [ EFX) (E)
[T IRRlEe - AERTAIE RS ()
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g SARGETI AR 554513
1. FERAUESR CNNIC e+

HIES5 Be CNNIC HrZRARUE S5 2t bk -

http://www.cnnic.net.cn/jczyfw/fwqzs /fwqzsxzzx/

AR S 7 i R, el A B AR 4 T AR5 DA H ZRARGE 5 , ¢ CNNIC
HRMGES XA % R A “cnnic.cer”, WHUEF XA RFN “root.cer”.

2. FHIFAUES
1) ¥HRHEF root.cer § A keystore (£

mr A 3, : keytool -import -trustcacerts -alias root -file root.cer
-keystore [keystore_name]
E: (PN R TBEMAR S
® keystore_name: FRiEHEHAER X4, VIRSL—MBHA keystore
ok jks
2) ¥4k CA ¥ cnnic.cer § A\ keystore £

mA% 3, keytool -import -trustcacerts -alias cnnic -file cnnic.cer
-keystore [keystore_name]
E: (AR TERAN S

® keystore_name: FNiEHEPAER X4, Y IRSLE—MBN keystore

5 jks

FEEBEMZESH.O 13/17
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3) KIRF2SHET WebCert.cer § A\ keystore (4t

A3 keytool -import - trustcacerts -alias [alias_name] - file
[server_cert] -keystore [keystore_name]
E: (AN THEM NS
® server_cert: FRARFAIUET XM, THRIRFEHUES MBI 44
WebCert.cer
® alias name: FpRFAHET A H, TEERME, X RN ZEY
PR R R RS RLBR B 3 A A ] 75 0 To 3 58 B / AL L X
® keystore name: FKpNIEBHPAER M4, P RE—MHA keystore
o jks
4) #EA keystore HEFH R

fr &t keytool -list - keystore [keystore name]
E: (PN ATEMNNSH
® keystore_name: FRIEBHEYENMAH, T RA—MA keystore
o jks
WRRIED gk CAMEB AR FIETH IS keystore Ht, iy
A2 F keystore B HHEBIIR T EAEB NI TE R, HEHZ0EHH-

HEEKMEZEEHL 14/17
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g - default - SSH Secure Shell B ] [
|| Fie Edit view window Help

B ek sz =ae|a Eﬁ|%|®k‘?‘
”El Quick Connect ] Profiles ‘

[root@catest cal# kevtool —list -kevstore [kevstore_name]

i A kevstore®E 0.

Kevstore 3ER.  TKS
Kevstore 1Z2{#: sSUN

BF kevstore BF 3 HiA

pn.n:i.cé 2012-4-16, trustedCertEntry,

WAFTEET (MDE):  40:8A:13:F:23: AR 0A: AT:FO:CA:BO: 20:EF:d0:DT: 45
root, 2012-4-16, trustedCertEntry,

WiTFssr (05):  60:hd:AG:AT:36: 34:63:53: 5C: 64:BA: T4:D2: 2C: 48: TF
[alias_name], 2012-4-18, PrivateKeyEntry,
WIFTESr (MDE): 9C:D4:D0:FB:T4:43:EE: A7 F&:E3:T1:C4:49:60:T1:00
[root@catest cald

5

[35HE - mes1ZB-cbe - hmaemds - | W00x2¢ [ [ [ [Em 4
El#JL #&EF keystore jE+

Connected to I

PE BB EES L 15/17
http://www.cnnic.cn/



CNNIC fR553EHECETERE —- Resin3

Fi. BUEE
1. $&2 Resin MEE 4

HEHIAER Resin 2238 HREME, FTFZZEHR TR conf H3%,
JEAE conf HR T 43 resin.conf X, XA A2 Resin Wld & X, &0

WASCAR T RAT TSRS T 4
2. WEE YIRS

e Z B IRAE O B RAFPUET B PIFE (keystore) AR HE&LF, HX
S %] Resin 235 H3R T conf SXAFRIN - FERGIA T8 SR BT AEALE M 77
A B T AT SR A8 DA e B A T o

3. e B At

FTHF resin.conf U241 T Bedk B 4 e B 48 B4 Al 5525 UE 15 BT AH 5% RO L & o

<I--

- SSL port configuration:

- <http port="8443">
<openssl|>
<certificate-file>keys/gryffindor.crt</certificate-file>
<certificate-key-file>keys/gryffindor.key</certificate-key-file>
<password>test123</password>
</openssl>
- </http>

>

HENZBR G, WEH AT s A AESOX BOICE S -

<http address="*" port="443">
<jsse-ssI>
<key-store-type>jks</key-store-type>
<key-store-file>conf/[keystore_name]</key-store-file>
<password>password</password>
</jsse-ssl>

</http>
FEEBEMZESH.O 16/17
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TEERR : IR <!--A--> X5 S MR, 75 00132 B e BOR i B e -
B se e iR AR G, BArRIZiA)E 30 Resin fkd%, MRS AERE
i https J5 23 R A3 o T2 i 1% 55 0 235 4 1y F R 35 9% (ke store)

3o
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